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Abstract

Identity disclosure of an individual from a released data is a matter of concern especially if it belongs to a category with
low frequency in the data-set. Nayak et al. (2016) discussed this problem vividly in a census report and suggested a
method of obfuscation, which would ensure that the probability of correctly identifying a unit from released data, would
not exceed ¢ for some % < & < 1. However, we observe that for the above method the level of security could be extended
under certain conditions. In this paper, we discuss some conditions under which one can achieve a security for any
0<é< 1.

Keywords: data obfuscation, identity disclosure problem, categorical data security
1. Introduction

Many agencies release data to motivate statistical research and industrial work. But often these data-sets carry some
information which may be sensitive to the individual bearing it. Erasing the name or some identity number associated
with an individual may not always be sufficient to hide the identity of the individual. For example, imagine a situation
where a data-set of p variables corresponding to » individuals are released and among these p variables there is a variable
named “pin-code”( sometimes called zip-code). Now “pin-code” is not supposed to be a sensitive variable, but it may
happen that the intruder, who is trying to identify some individual in the data-set, has an idea about where the individual
lives and thus can guess his “pin-code”. In this case, if in the data-set there is no other individual having the same “pin-
code”, he can directly guess from this information which row in the data-set corresponds to the individual and thus the
identity is revealed. Hence, suppressing identity numbers or names is not always sufficient to prevent identity disclosure.
Sometimes, some attributes, that may reveal the identity of the individual, also called the identifying attribute, may result
in identity disclosure of the individual. Moreover, if an attribute value corresponds to a very few individuals in a data-set,
it is usually easy for the intruder to identify the individual. For example, if the “pin-code” value corresponds to one or
two individuals in the data-set, then the intruder can guess which row in the data-set corresponds to the individual with
high probability. But, if the value corresponds to twenty individuals, then the intruder now has to guess from these twenty
rows which one belongs to his target individual. The identification risk is thus low for high frequency cells.

Various articles including Bethelem et al. (1990), Trabelski et al. (2009), Nayak et al. (2016) have discussed this problem
and have proposed different risk measures to evaluate the security in the released data, i.e., to check if an intruder can
identify the row of his target unit from the released data. However, here we follow the framework of Nayak et al. (2016).
The intruder here has a knowledge of the variable category Xz, corresponding to his target unit B. If the variable X has k
categories ¢y, ¢2, . . ., Cx, then we assume without loss of generality X(p, = ¢; and the frequencies of the categories in the
data-set are Ty, T, ..., T respectively.

If T\ =1, ie., only X(p) has category c;, the intruder can guess the row of his target unit with certainty. If 7' is small,
the intruder knows that his target unit is definitely one of the 7) many units and then taking into consideration other
information, he may successfully identify the row of his target unit or make a correct guess. Thus, in this case, the
variable information must be suppressed before releasing the data.

One way to do that is to completely erase the variable but that is not desirable to the statistician. In case there exists some
identifying attribute in a data-set, it is perturbed before releasing publicly. Bethelem et al. (1990), Trabelski et al. (2009),
Nayak et al. (2016) have discussed different ways of perturbing such attributes. However, the most common practise of
perturbing discrete data is the post randomisation method which will be discussed in the following paragraphs. The aim
of the research problem is to find an ideal way of perturbing such attribute values that may result in least possible loss of
information, provided the data is secured, i.e., looking at the released data, the intruder cannot guess the row of his target
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individual.

Let {X1, X, -, X,,} be the original data-set which is assumed to be a collection of i.i.d. random variables and X is a
random variable from the common distribution of {X;, X5, -+ , X,,}. If it is an identifying attribute, i.e., release of it in its
raw form can reveal the identity of the individuals, then it is perturbed to {Z,, Z», - - - , Z,} before releasing and Z follows the
same distribution as {Z|,7Z,, - - - , Z,}. However, this change may cause a loss of information to the data-set. To minimize
this loss, the data is perturbed such that the probability of each X being perturbed to Z is given by the transition matrix P
= ((pij)), where,

pij=PlZ=cj|X=¢]l,i,j=12,---k @))

This matrix is not released and is unknown to the statistician. The method of obfuscation is known as the post-randomization
method (PRAM). If we assume the frequencies of {X, X5, --- , X} tobe T = (T, T», - - - , T}) for the categories {cy, c2, - - , ¢k}
and T ~ Multinomial(I1;,11,, - - - ,I1;), then after transformation of X to Z, S = (51,52, ,Sy) are the frequencies
of the corresponding class in the perturbed data. Here, S ~ Multinomial(Ay, Ay, -+ ,Ar), where A = PII (A :=
(A1, A, S A, T := (I14,I0,,--- ,TI;)). If we want to treat Z as the original data, we must have Il = A = PIL
But IT is generally unknown to the one, who is masking the data. However, one can estimate Il from the original data with
T/n where n is the total sample size. If we want S/n to be an unbiased estimator of I, we must have, due to Equation (1),

E[S|T] =T/n, or equivalently, PT = T. 2)

Gouweleeuw et al. (1998) defined a post randomization method to be an invariant PRAM if P satisfies Equation (2). The
error due to estimation after post randomization was studied in the literature by various authors including Nayak et al.
(2015).

One of the common techniques to achieve an invariant PRAM is to use an Inverse Frequency Post Randomization (IFPR)
block diagonal matrix, in which the entire data-set is partitioned into few groups and within each group, categories are
interchanged. If it is not desirable to change the category of some variable, it can be made to form its own block.
Thus, if there are m groups, given by {c1,c2,- "+, Ciy b {Chy+15 Chy42> "+ 5 Chytkads =+ s {Chyy 1415 Chp 1425 ** 3 Chyp_ 1+ J» WHETE
ki +ky + -+ +k, =k, then p;; > 0if ¢; and ¢; fall into the same group and p;; = 0 if ¢; and ; fall into different groups.
Within each group, p;; is given by,

L —0/T;, ifi=j
Dij ={ / 3)

Tor ifizj]
where 0 < 6 < 1 and k&’ > 1 is the block size of the group that i and j fall into. However, the parameter 6 of the model
should be carefully chosen to ensure that the perturbed data is secured from the intruder, at least, up to a certain extent. To
measure the risk of disclosure, Nayak et al. (2016) suggested checking whether the probability of correctly identifying an
individual given any structure of T and any value of §; is bounded by some specified quantity 0 < & < 1. Moreover, they
showed that there exists a 6*, where 0 < 6* < 1 which gives the transition matrix, P(6*) = ((p;‘j))lgsk,ls i<k Where pl?*]. is
chosen according to Equation (3) with 6 = ¢* for each i, j = 1,2,--- ,k; and k; is the block size of the group ¢, belohgs
to. Without loss of generality, we assume the block ¢; belongs to is the first block. This matrix P(6*) when used to post
randomize X,

P[CM |S1=a,T=t[<éVa>0,Ve, 4

for any % < ¢ < 1, where CM denotes “Correct Match”. Our aim in this paper is to check whether the security can be
extended from % <é¢é<1ltoany 0 < & < 1. We observed that, if we can extend the search range of 6 from 0 < 6 < 1
to 0 < 6 < Ty and can find all categories in the first block that satisfy 7; > T for all j # 1, then the level of security
can be extended to any 0 < & < 1. Note that, under this definition, there is no harm in the range of the probabilities, (
given in Equation (3)) as they certainly lie between 0 and 1. However, smaller the value of &, larger the block size will
be required. This is due to the methodology described in Section 2. Therefore we can extend the security as far as the

frequency distribution permits.
2. Our Approach

As mentioned earlier, our framework is similar to that of Nayak et al. (2016). From the intruder’s point of view, we assume
that as he gets access of the released data {Z;, 7, - - - , Z,}, he checks the rows for which Z; = ¢; for {i = 1,2,--- ,n}. Let
S| be the total number of units having class ¢;. If S| = 0, intruder stops searching for his target unit B in the data-set. If
S| = a for some a > 0, he selects one unit randomly among these a individuals and concludes that to be his target unit B.
Under this assumption, we discuss how to choose the parameter 6 of the IFPR block diagonal matrix ( See Equation (3)),
depending on T, so that the probability of correctly identifying unit B is less than some specified 0 < & < 1. Our method
is described in the following paragraph.
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Fix a0 < ¢ < 1. Note that, if 7| > é then there is no need for obfuscation as the intruder can choose one unit randomly

and conclude it as his target unit B. Since, in the original data, the probability of correctly identifying Bis 1/T,if T > é,
the probability is less than £. This is quite intuitive since identification risk is a problem associated with low-frequency
classes. If T; < 1, then we find k; = K (&, Ty) classes ( where the function K is discussed in Sec. 3 ) such that for each
of these classes {c{,c2, -+ ,cx,}, T; = Ty foreach j € {1,2,---,ki}. Such an event is usually feasible for moderate values
of £ as T usually has small values. If such classes are available, we can have any desired level of security, i.e., for any
fixed 0 < & < 1, there exists a corresponding 6* such that if the data is perturbed with matrix P(6*), Equation (4) holds.
The choice of 6* is discussed in Section 3. If, however, such classes are not available, we can find the integer n* such that

nl* <€ n*'—fl Since k; classes are not available such that T; > T for each j € {1,2,--- ,k;}, we now set &; = n*Ij and
try to find k{ = K (T1, &) classes such that T'; > T for each j € {1,2,--- ,k{}. If we fail, we next try for & = ,1*1_2 and so
on until we get a success for some &; = n%l Since for & = ﬁ, there exists k’1 = K (T1,&) classes such that T; > T for

each j € {1,2,--- ,k’I }, we can now find a 6*, such that if the data is perturbed with P(9*), then Equation (4) is satisfied
for any ﬁ < & < 1. According to Nayak et al. (2016), there is always a solution for & > % which implies there exists a
solution for % <éE< % i.e., n* can take a minimum value 3. However, n* can take higher values in many cases.

3. Model, Assumptions and Results

As discussed earlier, the goal of the paper is to find out a method by which a data can be perturbed ensuring as much se-
curity as possible. Since security is an abstract term, we limit ourselves to ensure that the measure, given by Equation (4))
holds for low values of £. Smaller the value of &, better the security of the data.

Let us denote, by R;(a, t), the probability of correctly identifying the individual from released data given S| = a and the
frequency distribution of X given by t := (¢, 1, - - , #;). In other words,

Ri(a,f) = P[CM|S,=a,T =t], a>0,teR" (5)
If Ri(a, t) is bounded by ¢ for any t, then note that
Ri(a) = P[CM|S = a], (6)

is bounded by £ for any a > 0, which signifies that the probability of correctly identifying an individual is less than &, no
matter how small or large the frequency of category c is, in the released data. R;(a, t) is used instead of R;(a) because it is
hard to calculate the probability if t is not known. Note that, CM stands for “Correct Match” in the above equations (5) (6).

Recall that if we use, IFPR block diagonal matrix to perturb X, the category ¢; may get changed to one of {c1,c2, ..., ¢k},
ki > 2 with positive probability. let us denote a; = py;,8; = % fori € {1,2,...,k;}. Observe that, R|(a,t) can be
re-written as

Rl(d,t) = P[CMlS] = a,Z(B) = C1,T = t]P[Z(B) =C |Sl = Cl,T = t]
+P[CM | S, = a,Zp #c1, T = t]P[Z(B) #c1181=aT =t].

By our assumption, since the intruder searches his target unit B among the ones with category ¢y, P[CM | S| = a,Zp) #
c1, T = t] = 0. Again, since, the intruder is assumed to choose randomly one unit among a units to be B, P[CM | S| =
a,Z) = c1,T = t] = 1 for any t. Thus,

1
Rl(a’t):;P[Z(B)zcllsl =a,T =t]. %
Again, we have,
b "
PlZp =c,S1=a,|T=t]=a, (l)a?i(l_ai)i_“i
®) ZD .

u O T (TH
2“1[1_[(1“”‘)’]21_[(;)”?' @®)
i=1 i=1 !

where T) = Ty — 1, T} = T;, i > 2 and the sum is over all integer-valued a;,as, - -, such that 0 < @; < T and
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>, a; = a— 1. We denote the sum by X,_;

ki
PlZp #c1,81=a, | T =t] = (1 —a)[] [ (1 -a)1Z, ©)

i=1

Equation (8) and (9) implies that

ki
PISi=alT=t]= [ [(1-a)" @ Zr + (1 - @1)Zy)
i=1

1

and since
P[Z(B) = Cl,Sl = aIT = t]

PlS,=alT =t

P[Z(B) =C |S1 =a,T=t] =
from Equation (7) , we finally have,

_ [P
Ri(a,t) = [mza_.'+<1—'m>za]

1
_1 I
=1l (10)
Nayak et al.(2016) observed that although it seems intuitive that R;(1,¢) > Ri(a,t) for any ¢, a > 1 there are certain cases
it does not hold true. However, they proved that if ) > «;j, i.e., 8 > g forall j = 1,2,--- ,ky, then Ri(1,7) > R;(2,1)
for any 7. Intuitively, if 8; is highest, i.e., the odds that ¢; goes to any category other than c, then the risk of disclosure
should be maximum if a = 1. We checked that this is quite true which leads us to our first result, stated in the following
theorem and the proof is given in Appendix Section.

Theorem 3.1. If a1 > «;j, i.e., B1 > B forany j=1,2,--- ki, then Ri(1,1) > Ri(a,t) for any t, a > 1, where R(a,t) is
given by Equation (10).

Assuming Theorem 3.1 holds, proving Equation (4) is equivalent to prove that R (1, f) < & for any ¢. For this condition to
hold, we must carefully choose the parameter 6 in (1). Due to Nayak et. al. (2016), we have,

-1

ki
0 oT;
RI(L,T) =T, +
(LT =T TI—G;(kl—l)T,»—e
ki T -1
=T, -O|T(T -+ Yy ——
(T = 0)|Ti(T1 - 0) ;(kl—l)Ti—G
T, -6
1 = y(T1.6) (1

< -
T:(T, —9)+92

To proceed further we also need the following lemma, proof of which is deferred in Appendix Section.

Lemma 3.2. For any fixed 0 < & < 1, there exists a 8* € (0,Ty) such that y(0,Ty) < &.

For Theorem 3.1 to hold, in an IFPR block diagonal matrix, we must have % > m which leads to the condition,
6 < +TT(127]1—1| e,k —1> ﬁ;—l Note that, if k; — 1 > ﬁ, and % <Lk -12> ﬁ;—l Hence, it is enough to find
KO, T))=1+ ﬁ = %le for Theorem 3.1 to hold. Again, 6 is chosen by solving ¥(6, T1) = £. Thus, for fixed ¢ and T

we have a 8 and a corresponding K (£, T1) which is the largest integer contained in K(6, T1). K (&, T) is the minimum
number of categories required to form the block containing c¢;. For some possible choices of & and some possible values
of Ty, the value of K;(&,T;) is calculated and given in Table 1. While choosing the block size, one must note that the
block size k; must be larger than or at least equal to K (&, T1) to ensure Equation (4).

4. Simulation Results

To illustrate the process, we simulate a sample of size n = 2000 from k = 8 categories such that the probability of falling
into a category is given by the vector I = (0.001,0.1,0.2,0.05,0.12,0.13,0.301,0.098). The sample has frequency
distribution given by Table 2.
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Table 1. Showing minimum block size required for some possible choices of security level £ and some possible values of
class frequency T}
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Table 2. Table showing frequencies of Categories for True Data from Simulated data-set

Category | T
1 2
205
431
106
230
221
611
194

0 ON BN

Two units in the data-set have Category 1, one of which is unit B = 780. Since T = 2, the probability of Correct Match
from true data is 0.5 which is very high. We want this probability to be lower, say below & = 0.1. So, we transform the
data to Z using the IPRAM method with a transition matrix P. To choose an ideal P we apply the procedure of this paper.
From Table 1, we get the required block size is 6. So, we would apply transition to the first k; = 6 categories with the
lowest probability of occurrence and do not alter the categories for the rest 2 categories. To solve for h(6) = &, we have
6* = 1.656854 which gives the transition matrix,

0.172 0.166 0 0.166 0.166 0.166 0 0.166
0.002 0992 0 0.002 0.002 0.002 0 0.002

0 0 1 0 0 0 0 0
P 0.003 0.003 0 0984 0.003 0.003 0 0.003
0.001 0.001 0 0.001 0.993 0.001 0 0.001
0.001 0.001 0 0.001 0.001 0993 0 0.001

0 0 0 0 0 0 1 0
0.002 0.002 0 0.002 0.002 0.002 0 0.991

Using this transition matrix we ran 1000 simulations to get 1000 different Zs. The mean squared estimation error for each
category is given by E = (4.9350-107%7,7.6125-107%7,0.0000, 7.4300-10~7, 8.8550-10-7, 7.8375-10~7, 0.0000, 8.5550-
10797) which is quite low and the average probability of correct match in 1000 simulations is 0.07639286 < 0.1.

The process thus seems to work well for simulated data.
5. Conclusion

The method works fine in most practical cases, because, in general, since we want to obfuscate categories with low
frequency, there will be sufficient number of categories with higher frequency values than them. Accordingly, the security
level can be increased.

However, the greatest drawback of this method of obfuscation is that we have assumed the game of the intruder, i.e., it
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selects one of the units with the desired categorical value randomly looking at the obfuscated data. But this is not expected
to happen since in most cases there will be many regressive variables associated and the selection will not be, in general,
random. This problem was also discussed in Trabelski et al. (2009).

However, if the model assumptions hold true, the discussed method is successful in giving a better security.
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Appendix
Proof to Theorem 3.1

To prove the result, we need to show Rj(a + 1,7) < R|(1,T), i.e., #(1 + eyl < (14 ﬁ%)‘l which leads us to check an

2(118
equivalent statement, ]
z"u-*—l _Zzu"'ﬂlza >0 (12)

where £, = a!X, (%, as defined in Equation (8) and (9)). Thus, we will need to check if 12 holds for all @ and all k; to

prove Theorem 3.1.

We will prove this result by a two dimensional induction procedure. First, we show that the statement is true for k; = 2
for all a € N, then we show that if the statement is true for k; = k,, then it is true for k; = k;, + 1 for all a.

Case: k; = 2: Since, Xy = 3, T/f3; and

- & [a ——— 5 paes
L, = SZ_;(S)%T:(T: 1) (T = s+ DTHTE = 1) (T —a—5)B B

We have,
$.51 = S0 (Y S TP2T7 = 1) (T = s+ DTS = 1) (TF —a= 9B B
+ 5 () Dy THTF = 1) (T = s+ DTFTE = ) (TF —a= ) !
Writing X, similarly, we note that there are a + 2 terms in the expansion of Soi1 =25, + ﬁlia.

First term = (“6") SN TH(TE = 1)+ (TF —a)Be! = (§) Zh, TRA(TE = 1)+ (T —a+ DB

+a(8) ZZI:I (T =D (T —a+ DBLS
=a X TH(TE = D) (Th = a+ VBB =)

Fors=1,2,---a,
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(s+ D" term = (1) % 4, THTF = 1) (TF = s+ DTATE = 1) (TS —a+ 1= s+ 1B L=
~(&) Sy TS = D)oo (TF = s+ DTFATE = D (Tf —a=s5+ DB} B
~(,“) Ziy#ir T*Z(T* — 1) (TF = s+ DTATE = 1) (T —a=9)B; B
+ap(4) iy, T”(T: =) (TF = s+ DTATE = 1) (T) —a=s+ DB} BL°

= () Siys, THTF = Do (TF = s+ 1)Ti;(T,.; — D) (Tf —a=s+ D(-a=9)p; B~
()6 D D TR = 1) (T = 4 DTS~ Do (T G0 21
+api(4) i, 4, T[,](T[’I‘ - 1) (Tr = + DTATL = 1) (Tf —a=s+ 1)B] B

[Using Pascal’s rule (‘”1) (‘z) + (,ﬁl)l

a(%) Xy sy THTE = 1) (TF = s+ DTETE = D (T —a=s+ DB BB~ Bi)
+(3)B1 Ziywin T <T* — 1) (Tf = s+ DIA(TS = D (T —a=s+ DB BL°
()= D Sy T;(T;] 1y (TF = s+ DTEATS = D) (T —a=9)8) fi ™

2 ()38t By iy TH(TE = D)oo+ (TF = s+ DTE(TE = D) (T} —a=s+ DB po°

2 — 1~ —(s—1
~(“)6 =D X4y THTY =) (T} =5 =T+ DTETE = 1)---(Th —a—(s = D+ DB} B, (=D
[Since, 81 = B;Vi]

In the last expression, let us denote the first term by Term(s,51) and the second term by Term(s — 1,3). Note that since
B1 = BiVi Term(s,B31) — Term(s,B) > 0.

ki
(a+2)" term = ( )Z TH(T} (T} - @B - ( )Z TRATF = 1) (TF —a+ D!
i=1
Thus, it can be clearly seen that,

ia+l - z:lia +,Blia

> Term(1,8)) + Term(2,8,) — Term(1,8) + Term(3,51) — Term(2,8)

++--+ Term(a, 1) = Term(a - 1,B) + (41}) Z0_ TA(T} = 1)+ (TF - a)B™") - Term(a,p)

>0

Hence, (12) is true for k; = 2 for any a. Now, let it be true for some k; = ki, , k1, € {2,3,...}. We will show then that
(12) is true for ky =k, + 1.

Case: k; = k;, + 1: The general expression for £, can be given by the following expression.

L= Z Z —al+1)...T1?:]..(l.:l_ak1 DBIBE .. Zl

a1+ag+~-+ak1—a " iy £y Fi,

: ke o _ . a! _ a! (a—ay)! :
Since for any {ai, a, ,ak, 20, Zi:l a=a: aata] = ala—an! alasian ] }, we can write,

a ky

S a! * * * RS
3, = Z(; T Z; THTE =1 (TF = 5+ DB Siamsityy)
S= 1=

where i(s,klo) = s!X; for k;, categories instead of k; = kj, + 1 categories. Like before, we write down the terms of
z:az+1 - Zia +ﬁ12a'
FiI'St term = i(u+] klo) le 1 Tllﬁ”Z(a klo i(a klo)i(l klo) + aﬁ]i(a kl

(2(u+1 ki) = Zakig) 2(Lkg) + AB1Eaky) Z,l L T2 BiEia,)
> — le : Tl] BHZ(“ ki) [by Assumption over size ki, ]

Fors=1,2,---a,
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1 1 ~
(s+ D" term = S,é,f*sll).kz“ T = D (T =54 DB Stamsriay)
S,(a = > i’ TYTY =D (T) =5+ 1),()’;]*12((1,&,(10)

~Gran w Z T*(T* =D (Tr =5+ DB; i(a—x,klo))(i(l,kIO))
+apP A'(a A)v Z’l 1 l](T* -1 ( -5+ l)ﬁflz(a—s,km)

= ( )Z,] T (T -1 —s+ 1B} (i(a+l—s,k10) - i(a—s,klo)i(l,klo) +(a~- S)ﬁli(a—s,klo))
+(,4) Zh T*(T* -1 ( =5+ DB} G i)

(4 zi ) T*2<T* D (T = s+ DB Clamstyg)

+sp1(%) z” . ,](T* = D)o (T} = 5+ DB} (Za-shy) | Using Pascal’s rule]

2 () T THTE = D (T = 5+ DB, i
() S TEATE =) (T = s+ DB oy
+sﬂ1(s) Zk‘ T:(TI’I‘ —-1)--- (T,T -5+ 1),819'l (i(aﬂ‘-klo) [ Using Assumption on size ki, ]

i1=1

ki
(a+2)" term = Z THT — 1) (T} - a)pt!

i=1
Summing all the elements we get,
a1 —ZZ, + BiE,

=5z, ,,ﬁ,,z(a L) (B1 = Bi) + (3) T4, TH(TF = DB S0z (B1 = Bir)
et (a) Z,, VIR = 1) (TF —a+ DB (B = Bi) 2 0[ Since 81 > BiVi]

Thus the statement is true for k; = k10 + 1 if true for &, for any a > 1. Thus, we see (12) always holds and hence the

proof.
Proof to Lemma 3.2
For T) 2 2, y(1,6) = y(T1, 0) iff (155 = miFhm . ie, 6= 7

W(T,0) if0> 7

ifg < 1
o) = {¢(1,9) L if 0 < 7

Note that, /(6) is continuous and strictly decreasing in 6 € (0, 1) with h(0) = 1, h(T;) = 0. By Mean Value Theorem, there

must exist a 6* € (0, Ty) such that 2(6*) = Efor0 < £ < 1.
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