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Abstract
The current study aims to understand digital citizenship, based on the assumptions of Ribble (2014), by
examining factors affecting participation and involvement in the Internet virtual societies among higher
education students. A quantitative approach using a survey questionnaire was implemented. The participants
were 174 students from the Faculty of Education at King Abdulaziz University in Saudi Arabia. The descriptive
statistics show that the students generally have good levels of perceived Internet attitude, computer self-efficacy,
and digital citizenship, especially in terms of respecting oneself and others online. The factors affecting digital
citizenship are computer experience, daily average technology use, students’ attitudes toward the Internet, and
computer self-efficacy. Students with higher levels of computer experience are more involved in activities
related to educating oneself and connecting with others online compared with students with less experience.
Further, students with higher levels of daily average technology use tend to protect themselves and others online
more compared with students with lower levels of technology use. Moreover, higher levels of students’ Internet
attitude and computer self-efficacy are associated with higher levels of respect for oneself and others, of
educating oneself and others, and of total digital citizenship. Based on the current study findings, appropriate
recommendations are proposed in terms of policy and practice.
Keywords: digital citizenship, computer expertise, internet attitude, computer self-efficacy, Saudi Arabia
1. Introduction
Learners in the 21st century are largely exposed to powerful online communication platforms such as social
networking tools. These platforms can provide knowledge, information, and effective insights about rights,
responsibilities, citizenship, and duties relevant to the 21st century (Langran & Beishembaeva, 2011; E. Simsek
& A. Simsek, 2013). In essence, the concept of citizenship has shifted in societies. Individuals are now in charge
of defining their own ethical characteristics (Bennett, 2008).
With the rapid development of technology, young people can be vulnerable to the misuse of technology (Miles,
2011). Current young learners can be easily exposed to violence, racism, information security and identity theft
(Van Fossen & Berson, 2008). This is because digital social networking tools “feature heavily distributed content,
making it very difficult to control” (Richards, 2010, p. 520). Consequently, teenagers may experience emotional
and psychological dangers including “their perceived anonymity, their accumulated digital portfolio or digital
footprint, and the legal implications of thoughtless or malicious actions” (Oxley, 2011, p. 2).
A promising concept that initially aims to deal with the dilemma of cyber safety is digital citizenship. A
significant effort toward promoting digital citizenship is the work of Mike Ribble. According to Ribble (2014),
digital citizenship has three main themes: Respect, Educate, and Protect (REPs). Each theme has three basic
elements that explain the appropriate behavior in digital environments, as shown in Table 1.
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Table 1. Main themes and elements of digital citizenship (Ribble, 2014)
Themes

Elements
- Etiquette (electronic standards of conduct or procedure)

Respect
(Yourself/Respect Others)

- Law (electronic responsibility for actions and deeds)
- Communication (electronic exchange of information)

Educate
(Yourself/Connect
Others)

- Access (full electronic participation in society)

with

Protect
(Yourself/Protect Others)

- Literacy (process of teaching and learning about technology and the use of
technology)
- Commerce (electronic buying and selling of goods)
- Rights and Responsibility (those freedoms extended to everyone in a digital
world)
- Safety (electronic precautions to guarantee safety)
- Health and Welfare (physical and psychological well-being in a digital
technology world)

In Saudi Arabia, it seems that the issue of digital citizenship is more problematic. Surrounded by many factors
such as cultural-religious domination, centralization and the strong tendency toward conservatism, the case of
preserving Saudi identity in this fast-changing digital world is challenging. However, Saudi Arabia is a rapidly
developing state that has willingly participated in global digital developments. This is largely linked with
economic rapid growth that reflects the wide consumption of technology (Onsman, 2011). In this regard,
Onsman (2011) argued that “ultimately, international competitiveness is likely to impact significantly and
possibly irrevocably on Saudi cultural traditions and religion norms” (p. 1). Accordingly, the current research
aims to understand students’ digital citizenship in higher education as well as to investigate factors that may
influence their digital behaviors in the context of Saudi Arabia, which can be sometimes problematic to
understand and in many cases hard to predict.
1.1 The Landscape of Digital Citizenship
Digital citizenship refers to “the norms of appropriate, responsible behavior with regard to technology use”
(Ribble, 2014). Miles (2011, pp. 1-2) defined it as “a sensible and reasonable approach to online interaction.”
Another definition was provided by Farmer (2011), who defined it as “the ability to use technology safely,
responsibly, critically, productively, and civically” (p. 292). Digital citizenship advocates “the appropriate use of
technologies in social contexts, including educational contexts” (Nosko & Wood, 2011, p. 406). This concept has
the core objective of helping young generations to make wise and reasonable choices in various digital settings
and situations (Farmer, 2011; Hollandsworth, Dowdy, & Donovan, 2011; Kassam, 2013; Roh, 2004; Miles, 2011;
Ribble, 2014). Simply put, it is the new code of civil rights for the current digital learners (B. Sutton, V. Sutton,
& Plants, 2012).
In view of this, it can be argued that education can be the most effective way to protect students from risks
associated with online participation (Binkley et al., 2012; Farmer, 2011; Hollandsworth et al., 2011; Ohler, 2010,
2011; Oxley, 2011; Ribble, 2012; Richards, 2010; Roh, 2004; Van Fossen & Berson, 2008; Zwart, Lindsay,
Henderson, & Phillips, 2011). Given the importance of digital citizenship education, Hollandsworth et al. (2011)
stated, “The growing level of Internet access and student use, both in and out of school, raises the question, who
will own this challenge of guiding students toward a productive and safe technological society?” (p. 38). A
promising answer is provided by Nosko and Wood (2011), who emphasized that the development of digital
citizenship requires effective collaboration between educators, students and the whole educational system to
formulate effective codes of conduct and to facilitate culturally appropriate behaviors online.
One significant duty of 21st century educators is to teach current learners about cyber safety in order to address
and prevent technology misuse (Farmer, 2011; Oxley, 2011; Van Fossen & Berson, 2008). Oxley (2011) argued
that it is critical to educate youth about the risks related to inappropriate or unethical use of technology,
especially the Internet. To do so, it is important to have specifically tailored educational activities that focus on
providing necessary skills and relevant information about risks associated with digital technologies (Van Fossen
& Berson, 2008; Zwart et al., 2011). Through education, new skills that meet the demands of the 21st century
should substitute the basic skills and knowledge of the past (Binkley et al., 2012; Chee, Mehrotra, & Liu, 2013;
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Larson & Miller, 2011; Ribble, 20122). Hollandswoorth et al. (20011) concludedd that if the ccurrent educattional
paradigmss do not responnd to these issuues, “the digital culture estab
ablishes its ownn direction, pootentially pushing a
productivee, long-term soolution furtherr out of reach” (p. 37). Howeever, teaching digital citizennship is not an easy
mission. Itt can be puzzzling, considerring the prevaiiling traditionaal paradigms in education ((Chee et al., 2013;
2
Nosko & Wood, 2011; Ohler, 2011; Ribble, 20122; Sutton et all., 2012). Anoother associateed problem iss that
educators usually perceiive digital citizenship as a ““technology prroblem rather than a societaal issue that afffects
everyone” (Ribble, 20122, p. 149).
The emergging digital cittizenship has ggained increasiing global atteention. Internaational organizations interested in
promotingg meaningful learning
l
that iis more relevaant to the digittal era are in a race to encourage safer cyber
c
participatioon. For instannce, the most recent technoology standardds for studentss developed byy the Internattional
Society foor Technology in Education (ISTE) contaained a major category abouut digital citizzenship. Underr this
category, tthe standards are: (a) to addvocate and practice safe, llegal, and respponsible use oof information
n and
technologyy; (b) to exhibbit a positive aattitude towardd using technoology that suppports collaboraation, learning, and
productivity; (c) to dem
monstrate persoonal responsibbility for lifeloong learning; aand (d) to exhhibit leadership for
digital citizzenship (ISTE
E, 2007).
1.2 Factorrs Influencing Digital
D
Citizennship
The currennt study hypottheses that diggital citizenshiip, as an expecctation of everryday life digiital routine, ca
an be
influencedd by the indivviduals’ attituddes toward thhe Internet, the way they trrust their techhnological abiilities
(self-efficaacy) as well ass their computeer expertise. Foor more illustrration, see Figuure 1.

Computer Self‐
efficacy
Internet
Attitu
ude

Computerr
Expertise

Digital
C
Citizenship

Figuure 1. Factors iinfluence digitaal citizenship
mission in the ppromotion of digital
For instancce, students’ atttitudes towardd computers annd technology play a core m
citizenshipp (ISTE, 20077). A positivee relationship between techhnology attitudes and digittal citizenship was
suggested in the work of
o Shelley et aal. (2004), whho found a dirrect linkage between technoology attitudess and
digital citiizenship that could
c
help briidge the gap iin the digital ddivide in the U
United States.. In this regarrd, E.
Simsek annd A. Simsek (2013)
(
argued: “People becaame addicted tto informationn. Readers, as the audience, have
become ddigital users. Information
I
prrocessing has been transforrmed from beeing passive rreceivers to active
a
informatioon processors, who must enngage, construct, respond, aand act with innformation” (pp. 127). There
efore,
enhancing learners’ attittudes toward ccomputers and technology shhould be a conntinuous proceess if technology is
to be used in teaching annd learning appproaches (Sam
m, Othman, & N
Nordin, 2005)..
Another faactor that seem
ms to have eaarned little atteention in the eexisting literatture and may hhave an impac
ct on
digital citizenship is the learners’ compputer self-efficcacy. Self-efficcacy is definedd as the individdual’s judgeme
ent of
his or herr ability to exxecute a certain and condittioned course of behavior/ss or to compleete specified tasks
(Bandura, 1997). Differeences in self-effficacy levels occur dependiing on several key questions, including the
e way
individuals construe them
mselves, the aattributes they think they posssess, the roless they presumee they are expe
ected
to play, thee capabilities they
t
believe thhey have acquired, the viewss they share w
with others, andd their judgme
ent of
how they aare viewed by others (Bong & Skaalvik, 20003). Wangpippatwong, Chuttimaskul, and P
Papasratorn, (2
2008)
conductedd a study to iddentify factors influencing ddigital citizens’ intention to use e-governm
ment websites. The
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results showed that computer self-efficacy is positively correlated with the intention to use e-government
services and effectively participate in virtual environments.
A third potential factor that the current study aims to investigate is computer expertise, in terms of computer
qualifications, computer experience, and daily average computer use. The role of computer expertise in
promoting high levels of computer efficiency, especially in education, is well documented in the literature. With
the wide expansion of technology use in today’s societies, “students need increased expertise in digital
technologies” (Larson & Miller, 2011, p. 122). In this regard, Vannatta (2007) argued that “technology skills and
fluency are essential to using technology” (p. 136). Bahr, Shaha, Farnsworth, Lewis, and Benson (2004) stated
that it is widely acknowledged that increased skills and knowledge about technology through practice are
interrelated with increased motivation and willingness to use technology. As Georgina and Hosford (2009) found,
the relationship between technology literacy and practice is significantly mutual. However, there is lesser
evidence with regard to the impact of computer expertise on digital citizenship. This impact is what the current
study intends to explore.
2. Research Problem
Although digital citizenship may be part of the equation toward achieving effective use of technology and
lessening its negative effects, efforts to control the risks associated with digital technologies are “fraught with
difficulties” and still long overdue (Van Fossen & Berson, 2008, p. 122). Besides, the existing literature gives
little focus to factors that may affect digital citizenship. In the context of Saudi Arabia, there is a clear absent of
authentic research devoted for understanding digital citizenship, especially among higher education students.
3. Research Aim and Key Questions
The current study, therefore, aims to understand digital citizenship, as well as identify factors that may lead to
the development of higher education students’ digital characteristics. The current study adopts the theoretical
framework of Ribble (2014). The following research questions guide the study:
•

What is the level of students’ digital citizenship in terms of REPs?

•

Does computer expertise (experience, daily average use, and qualifications) impact students’ digital
citizenship in terms of REPs?

•

Does students’ Internet attitude impact their digital citizenship in terms of REPs?

•

Does students’ perceived computer self-efficacy impact their digital citizenship in terms of REPs?

4. Methodology
To answer the research questions, a quantitative approach was implemented using survey questionnaire to collect
the data.
4.1 Sampling
The strategy used in the current study is probability sampling, in which there is a possibility for every member of
the population to participate (Mertens, 2005). Thus, probability sampling allows a random convenience sample
to take part in the study (Mertens, 2005).
The context was the Faculty of Education at King Abdulaziz University. More than 250 students showed
willingness to participate in the current study, which used the snowball technique to recruit respondents (Mertens,
2005). A total of 213 completed questionnaires were collected and checked after the deadline for submission.
After excluding those with more than 85 percent incomplete data, the final number of useable questionnaires was
174, yielding a return rate of about 82 percent.
4.2 Questionnaire Design
The questionnaire included two major sections: (a) general information and (b) digital citizenship. A five-point
Likert scale (5 = strongly agree, 1 = strongly disagree) was used to classify the students’ responses. The first
section aimed to collect general information and respondents’ perception on the possible factors that may impact
students’ digital citizenship. It gathered information on students’ computer experience, daily average computer
use, and computer qualifications (computer expertise). It also investigated two technology-related perceptions:
Internet attitude and computer self-efficacy.
The scale used for Internet attitude was a modified version of Sam et al. (2005) who originally adapted the
Computer Attitude Scale that has 20-item, developed and validated by Nickell and Pinto (1986). The internet
attitude scale in the current study has only 10 items (see Appendix 1). For computer self-efficacy, the scale was
originally designed for the current study; this scale consists of 18 items (see Appendix 2).
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The digital citizenship scale in the second section was specifically designed for the current study based on the
assumptions of Ribble (2014). It includes 46 items categorized in three main sections (Subscales), which
intended to meet the three main themes of REPs (see Appendix 3). The number of items included in each
subscale is presented in Table 2.
Table 2. Digital citizenship scale (REPs)
Subscale

N

Respect Yourself/Respect Others

24

Educate Yourself/Connect with Others

11

Protect Yourself/Protect Others

11

Total

46

4.3 Validity and Reliability
The vast majority of the participants spoke the Arabic language. Therefore, the questionnaires were first
developed in English and subsequently translated into Arabic before distribution. Because the Arabic language is
the researcher’s mother tongue, the researcher himself translated the questionnaire to ensure its accuracy.
According to Mertens (2005), “because survey research uses decontextualized words through its very nature, the
researcher must be careful to interpret the words in light of the particular cultural circumstances” (p. 185). Hence,
three specialists and Arabic native speakers reviewed the translation to ensure its accuracy and clarity.
The questionnaire validity was tested by having a panel of experts check its relevance, content, and construction
(Mertens, 2005). Based on these experts’ opinions, necessary and appropriate changes were made. Reliability
statistics obtained using Cronbach’s alpha coefficient indicated acceptable internal consistency levels
exceeding .7 (Pallant, 2007). See Table 3.
Table 3. Reliability statistics

Attitude and Self-efficacy

Digital Citizenship

Subscale

α

N

Attitude

.71

10

Self-efficacy

.93

18

Respect Yourself/Respect Others

90

24

Educate Yourself/Connect with Others

.88

11

Protect Yourself/Protect Others

.83

11

Total Digital Citizenship

.89

46

92

74

Total Questionnaire
5. Results
5.1 Students’ Computer Expertise

Investigating the students’ technological expertise included determining their computer experience, daily average
computer use, and computer qualifications (see Table 4).
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Table 4. Students’ computer expertise (n=174)
Computer Expertise
Computer Experience

Daily Average Computer Use

Computer Qualifications

Group

N

%

Less than 5 Years

70

40.2

From 5 to 10 Years

95

54.6

More than 10 Years

9

5.2

Less than 1 Hour

36

20.7

From 1 to 5 Hours

118

67.8

More than 5 Hours

20

11.5

No Qualifications

121

69.5

Short Courses

53

30.5

M

SD

1.65

0.58

1.91

0.56

1.30

0.46

The data in Table 4 show that most of the students have an average computer experience of between 5 to 10
years. Although most of the students have no computer qualifications, they reported a high daily average use of 5
hours or more.
5.2 Students’ Internet Attitude and Computer Self-Efficacy
To gain a general picture of the students’ Internet attitude, the total mean of their responses was calculated (see
Table 5).
Table 5. Attitude and computer self-efficacy (n=174)
Scale

M

SD

Total Attitude

4.52

0.36

Total Computer Self-efficacy

4.10

0.66

As shown in Table 5, the total mean indicates that the students have very good levels of perceived Internet
attitude (M = 4.52). The data also show that the students tend to have a good level of computer self-efficacy (M =
4.10) and that they trust their abilities to deal with computer technology and implement it to satisfy their needs.
5.3 Students’ Digital Citizenship
One of the main purposes of the current study is to understand students’ digital citizenship. As previously
discussed, the digital citizenship scale was divided into three subscales. The total mean score for each subscale,
as well as the total mean for the scale, are shown in Table 6.
Table 6. Digital citizenship (n=174)
Subscale

M

SD

Total Educate Yourself /Connect with Others

3.61

0.78

Total Protect Yourself/Protect Others

3.63

0.78

Total Respect Yourself/Respect Others

4.37

0.51

Total Digital Citizenship

4.01

0.43

Based on the data in Table 6, the total mean for students’ digital citizenship is 4.01, which indicates good levels.
However, the digital citizenship practices with the highest mean are those concerning respect for oneself and
others (M = 4.37). This is followed by practices with regard to protecting oneself and others (M = 3.63) and
educating oneself/connecting with others (M = 3.61), which showed similar results.
5.4 Students’ Computer Expertise Influences Digital Citizenship
A one-way between-groups multivariate analysis of variance (MANOVA) was performed to investigate the
impact of the students’ computer expertise, which includes their computer experience, daily average computer
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use, and computer qualifications as dependent variables, on their digital citizenship (independent variable).
Preliminary assumption testing was conducted to check the sample distribution, linearity, normality,
multicolinearity, univariate and multivariate outliers, and homogeneity of variance-covariance with no serious
violations noted. Accordingly, Wilks’ lambda values (λ) are shown in Table 7.
Table 7. Impact of computer expertise on students’ digital citizenship (MANOVA)
Effect

Wilks' λ

F

Hypothesis df

Error df

Sig.

partial η2

Computer Experience

.88

3.38

6

314

.003

.088

Daily Average Computer Use

.88

3.39

6

314

.003

.083

Computer Qualifications

.97

1.61

3

157

.190

.056

The MANOVA results indicate a statistically significant impact of the students’ computer expertise on their
digital citizenship, as follows:
•

Computer experience [F (6, 314) = 3.38, p = .003; Wilks’ λ = .88; partial eta squared = .088].

•

Computer daily average use [F (6, 382) = 3.39, p = .003; Wilks’ λ = .88; partial η2 = .083].

Table 8 shows the impacts that reached statistical significance when the results for the dependent variables were
considered separately.
Table 8. Test results for between-subjects effects
Source

Dependent Variable

Type
III
Sum
of
Squares

df

Mean
Square

F

Sig.

partial η2

Computer
Experience

Educate
Yourself/
Connect with Others

6.97

2

3.48

7.85

.001

.090

Daily
Average
Computer Use

Protect Yourself/

6.17

2

3.09

6.27

.002

.073

Protect Others

Computer experience showed a statistically significant impact on students’ digital participation in terms of
educating oneself and connecting with others [F (1, 174) = 7.85, p = .001, partial η2 = .090]. An examination of
the mean scores indicated that students with computer experience ranging from 5 to 10 years (the majority) were
more involved in activities related to educating oneself and connecting with others (M = 4.04) compared with
students with less than 5 years of computer experience (M = 3.65).
The students’ daily average computer use was found to significantly impact practices with regard to protecting
oneself and others [F (1, 174) = 6.27, p = .002, partial η2 = .073]. The mean differences show that students with
the highest daily average computer use (more than 5 hours a day) tend to protect themselves and others in digital
activities (M =3.80) more compared with those with a daily average computer use of less than 1 hour (M = 3.18)
or 1 to 5 hours (M = 3.73).
5.5 Students’ Attitudes and Self-Efficacy Impact Digital Citizenship
By using Pearson’s product-moment correlation coefficients, the relationships between the students’ Internet
attitude, computer self-efficacy, and digital citizenship were investigated, revealing six positive correlations (see
Table 9).
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Table 9. Pearson’s correlations for students’ attitudes, self-efficacy, and digital citizenship
Respect
Yourself/Respect
Others

Educate
Yourself/Connect
with Others

Protect
Yourself/Protect
Others

Total Digital
Citizenship

Attitude

PC

.354**

.247**

.082

.363**

(n= 174)

Sig.

.000

.001

.284

.000

.147

.408**

.053

.000

Self-efficacy

PC

.297

(n= 174)

Sig.

.000

**

.367
.000

**

**: The correlation is significant at the 0.01 level (2-tailed); PC, Pearson correlation.
As the data in Table 9 suggest, higher levels of students’ Internet attitude are associated with higher levels of
respect for oneself and others online [r = .354, n = 174, p = .000]. Also, higher levels of students’ Internet
attitude are strongly correlated with practices of educating oneself and others online [r = .247, n = 174, p = .001].
The total digital citizenship is positively correlated with students’ Internet attitude [r = .363, n = 174, p = .000].
However, no correlation was found between students’ Internet attitudes and practices toward protecting oneself
and others online.
Similarly, higher levels of students’ computer self-efficacy are associated with higher levels of respect for
oneself and others online [r = .297, n = 174, p = .000]. Further, higher levels of students’ computer self-efficacy
are positively correlated with the stance of educating oneself and others online [r = .367, n = 174, p = .000].
Higher levels of students’ computer self-efficacy are also strongly linked to higher levels of total digital
citizenship [r = .408, n = 174, p = .000]. Pearson’s correlation coefficients suggest no relationship between
students’ computer self-efficacy and their practices of protecting oneself and others online.
6. Discussion
The background information revealed that most of the students have an average computer experience of between
5 to 10 years. Although most of the students have no computer qualification, they reported a high daily average
use of five hours or more. This pattern mirrors the rapid increase in the use of technology as a global power.
The results also indicate that the students have good levels of perceived Internet attitude and computer
self-efficacy. The students perceive the Internet as a useful tool for effective participation in the 21st century.
They themselves can be seen as motivated learners who generally trust their abilities to integrate technology into
their daily lifestyles, including learning activities. This result also can be supported by the assumption found in
the current study in which no connection was found between technology computer qualification and digital
citizenship.
The students correspondingly showed good levels of digital citizenship, especially in terms of respecting oneself
and others online. This, in particular, indicates that respect is a main issue for students engaged in virtual
communities. Clearly, students prefer to participate in respectable, proper, and suitable online communities in
which they feel respected and can show respect to others. It appears that students reject the notion of
cyberbullying and believe in the importance of respecting others’ identities, cultures, and human rights. The
literature suggests that respect, especially for others, is vital in digital societies, “since it is becoming much
easier to infringe others’ rights due to the advances of ICTs” (Roh, 2004, p. 168). Respect has become a
necessity for global learners in the 21st century, both in and out of the digital environment. Kassam (2013)
argued that:
Much preparation for the social aspects of discussion, which include respect and responsibility
for the welfare of all, the critical literacy required for the fast paced transparent and interactive
world of the digital media, good responsible citizenship and the ability to discuss and argue
with respect for everyone, are skills that can be taught in the classroom without the latest
access to social networks in the Web 2.0 world. (p. 261).
Another interesting result is that students with higher levels of computer experience were found to be more
involved in activities related to educating oneself and connecting with others online compared with students with
less computer experience. Apparently, students with higher levels of computer experience tend to share their
knowledge with others online and create more effective ways of communication. Computer experience seems to
play a catalyst role in seeking and exchanging information with others online.
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Further, students with higher levels of daily average technology use tend to protect themselves and others in the
digital environment more compared with students with lower daily average technology use. Security issues seem
very important to students who use technology extensively on a daily basis. Therefore, it is important for them to
protect themselves and share relevant information with others online.
The current study also found that higher levels of students’ attitudes toward the Internet are associated with
higher levels of respect for oneself and others, of educating oneself and others, and of total digital citizenship.
The way students feel about the Internet and its implications appear to impact the way they perceive their digital
identities. Students with good levels of attitudes toward the Internet can be better digital citizens who respect
themselves and others and may effectively engage in more activities relevant to educating themselves and others
online. This result is consistent with those of Shelley et al. (2004), who found a direct connection between
students’ attitudes toward technology and digital citizenship.
Similarly, higher levels of students’ computer self-efficacy are associated with higher levels of respect for
oneself and others, of educating oneself and others, and of total digital citizenship. This result suggests that
students’ higher levels of confidence with regard to computers and technology use can motivate higher levels of
digital citizenship. Students who feel confident of and trust their technological abilities tend to respect
themselves and others online. Being confident and motivated, they like to learn and share information in
respectable virtual environments. These results support the findings of Wangpipatwong et al. (2008), which
showed that computer self-efficacy has a positive impact on participants’ intention to participate in the internet
virtual societies’ such as the e-government websites.
7. Conclusions and Implications
The current study aimed to understand students’ digital citizenship and the possible factors that may impact it. A
quantitative approach using a survey questionnaire was implemented. The participants were 174 students from
the Faculty of Education at King Abdulaziz University in Saudi Arabia. The findings indicate that the students
have acceptable levels of perceived Internet attitude and computer self-efficacy. The students also showed good
levels of digital citizenship, especially in terms of respecting oneself and others online. Technology expertise, in
terms of computer experience and daily average technology use, despite computer qualifications, is suggested to
be positively correlated with digital citizenship. Also, the students’ attitudes toward the Internet and their
computer self-efficacy may positively impact their digital citizenship, especially with regard to respecting and
educating oneself and others online.
A limitation of the present study is that its results are based on a survey conducted in Saudi Arabia and thus may
not be generalizable to other parts of the world. However, the findings may provide insights for future research
on digital citizenship and the factors that contribute to the enhancement of 21st century learners’ digital
behaviors. Hence, it can be argued that the current study findings reflects the practices of digital citizenship in
mono-cultural and conservative nations, such as Saudi Arabia.
The results of this research have several potential implications relevant to policy and practice, especially for
developing countries such as Saudi Arabia. It is important to establish appropriate policies for digital practices in
higher education. These policies should have the core mission not only of explaining what, when, and how to
effectively use technology but also of illustrating the norms and principles of digital citizenship. Policies should
also work toward raising awareness about digital citizenship as a global demand that is not limited to a specific
context or domain. They should also contribute to the enhancement of digital citizenship through the promotion
of respect for other cultures and digital identities.
Because it is critical for students to be good digital citizens and to use technology responsibly, it is necessary to
enhance their levels of Internet attitude and perceived computer self-efficacy. This can be achieved through
digital citizenship education, in which students should be provided with relevant literacy and practice to foster
their self-confidence and positive attitudes toward digital technologies, especially the Internet. Curricula as well
should have embedded technology-based practices to enhance students’ technological expertise and facilitate the
appropriate use of technology as an effective learning tool.
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Appendix 1
Internet Attitudes Scale
Items

SA

1.

The Internet makes me comfortable because I understand it

2.

The Internet is responsible for many good things we enjoy

3.

There are unlimited possibilities of Internet applications that have not been
thought of yet

4.

The reasonable use of the Internet can be very useful to humans

5.

The Internet can eliminate a lot of tedious work

6.

The use of the Internet is enhancing our standard of living

7.

The Internet is bringing us into a bright new era
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8.

Life will be easier and faster with the Internet

9.

The Internet provides easy, rich and enjoyable source of information
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10. Life will be much easier with the Internet

Appendix 2
Computer Self-Efficacy Scale
Items

SA

(I feel Confident …)
1.

working on a personal computer

2.

installing and uninstalling any program (software)

3.

entering and saving data (numbers and words) into a file

4.

opining and escaping (exiting) from the program (software)

5.

calling up a data fie to view on the monitor screen

6.

understanding terms/ words relating to computer hardware

7.

understanding terms/words relating to computer software

8.

learning advanced skills within a specific program (software)

9.

using a printer to make “hardcopy” of my work

10. copying a disc
11. adding and deleting information from a data file
12. using the computer to write a letter, essay or assignment
13. describing the function of computer hardware (e.g. keyboard, monitor, disc
drives, computer processing unit)
14. understanding the 3 stages of data processing: input, processing, output
15. getting help for problems in the computer system
16. using the computer to organize information
17. getting rid of files when they are no longer needed
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18. troubleshooting computer problems

Appendix 3
Digital Citizenship Scale
Subscale

Item
1.

I believe that everyone has basic digital rights, such as privacy and the right of
expression and speech.

2.

I believe that basic digital rights must be addressed, discussed, and understood by
digital technology users.

3.

I need to be taught about the inherent dangers of overuse of digital technologies.

4.

I believe that creating destructive worms or viruses, creating Trojan Horses, and
sending spam are digital crimes.

5.

I understand the health and well-being risks surrounding the overuse of digital
technologies, such as addiction and stress.

Respect Yourself/

6.

plagiarizing, or stealing anyone’s identification or property is unethical.

Respect Others
(N = 24)
- Etiquette

I believe that hacking into others’ information, downloading illegal music and movies,

7.

In an online digital environment, I always respect others’ opinion and knowledge.

8.

In an online digital environment, I always respect others’ feelings.

9.

In an online digital environment, I always make sure not to interrupt others when it is

- Access
- Law

their turn.
10. I believe that digital technology users also have responsibilities, such as respecting
others’ basic digital rights.
11. I immediately delete emails from a suspicious source or sender.
12. When I feel unhappy or uncomfortable in an online digital environment, I try to
express my feelings in a very rational way.
13. I use email service to communicate with others
14. I believe in the importance of maintaining good physical and psychological health in
this digital world.
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Item
15. I do not save any important information on public computers.
16. I believe that understanding digital rights and responsibilities helps everyone to be
productive.
17. I believe that everyone should take responsibility for his/her online actions and deeds.
18. I believe that the use of digital technologies must be a compromise between the
earrings and negligence.
19. Digital communication tools allow me to build new friendships in other parts of the
world.
20. I have antivirus and Internet security protection on my computer.
21. I do not provide any unknown online parties with my personal information, such as
bank accounts or credit cards.
22. In digital communication, I respect others’ human rights, cultures, and right to
expression.
23. Digital communication tools allow me to communicate with my friends easily.
24. In an online digital environment, I try to make sure that everyone has an equal
opportunity for speech and discussion.
25. Electronic commerce gives me better choices.
26. Electronic commerce gives me more reasonable prices.

Educate Yourself/
Connect with
Others
(N = 11)
- Communication

27. I always buy legal goods.
28. I do some research before buying anything from online stores.
29. Electronic commerce does not conflict with my society’s regulations.
30. I love using electronic commerce tools (e.g., eBay & Amazon).

- Literacy
- Commerce

31. I prefer electronic commerce over going to the market.
32. I spend some time on social networks, such as Facebook and Twitter.
33. I use digital communication to express my opinion, learn, and share expertise.
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Item
34. I have been taught the new educational skills associated with digital technologies for
the 21st century.
35. I only practice electronic commerce for goods that I cannot buy from or find in the
market.
36. I always back up important data in a safe or external hard drive.
37. I always protect personal and important information in password-protected files.
38. I regularly change my passwords to protect my privacy.
39. I always read the privacy statement before installing new software.

Protect Yourself/
Protect Others
(N = 11)
-Rights &
Responsibility
- Safety (Security)
- Health &
Welfare

40. I always do quick maintenance to remove unnecessary files and programs from my
computer.
41. I have been taught about the possible threats when using new digital technologies.
42. I always visit trusted and harm-free websites.
43. When I notice strange things happening to my computer, I take it right away to the
maintenance center.
44. I always find support when I encounter issues in using new digital technologies in my
learning activities.
45. I have been trained on how to integrate new digital technologies in my future teaching
activities.
46. I do not open any unknown or untrusted files.
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