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Abstract

This study is trying to understand employee’s perspective on how a trust of an employee has on his/her employer
has any significance on safety of information from internal attacks in a small organization. The relationship
between the trust of an employee on his/her employer with safety of information from internal employee attacks
in small organizations has not been explored well. The study was conducted on employees who worked in small
organizations which maintained all of its information in digital format. About four hundred and ninety
employees responded who belong to small organizations in the Midwestern US region. The influence that
employees trust on his/her employer and the safety of information was explored. The research findings revealed
that there is a positive correlation between the trust of employee on his/her employer and safety of information
from internal attacks in small organizations.
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1. Introduction

Up until a few decades ago, almost all information was stored in a physical format which consisted of images on
a substrate. By the early 1980s the personal computer revolution began to expand. Computers started to pop
exponentially all around the world. Since then, companies started to rely more on computers to store and retrieve
digital information. With the prices for computation capability at an all-time low, the growing menu of
applications available as solutions to traditional storage problems is forcing businesses of every size to rely more
on Information storage.

1.1 Digital Storage Has Become a Widespread Practice

The expnential growth in volume of digital information that needs to be efficiently stored for extended periods of
time and the decreasing costs of disk storage, memory, and processing have motivated all the organizations to
use design of low-cost, high efficiency digital storage systems (Lawrence et al. 2011). Also, most companies
started to use digital data which prompted the information to grow exponentially [Lyman et al. 2003]. With the
increase of data storage, a company tends to store and archive all its information.

1.2 Threats to Digital Information

With the proliferation of digital information management and storage, new risks have emerged. Major concerns
for organizations include protecting their information within the organization’s annual budget, meeting the
standards of regulations, storing large amount of personally identifiable information, ensuring that the
information is safe from internal and external threats.

1.3 Vulnerability to External and Internal Employee Attacks

From an organization perspective, digital security attacks which include outsider attacks and insider employee
attacks affect every department from small organizations to large organizations, from small privately-owned
businesses to nonprofit organizations (Mutnuru, 2016). To generalize, digital security attacks can happen to
any organization that uses digital information. Outsider attack varies from illegal access to information and/or
monetary gain. Whereas insider employee attacks have been a major issue for all organizations, sometimes even
more severe than damage that was caused by outsider attacks, as seen in the WikiLeaks and NSA surveillance
incidents (Silowash et al. 2012). Insider employee attacks are real and happens all the time. Symantec’s 2013
Internet Security Threat Report states that small organizations are not well prepared and are cannot protect
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themselves for many external attackers (Symantec, 2013). The Symantec report reveals that in 2012, half of the
targeted attacks were aimed at organizations that were less than 2,500 employees. These companies are often less
careful in their cyber defenses and so make themselves low-difficulty intrusion targets, particularly for criminals.

2. Literature Review
2.1 The Role of Employee Trust

Trust in general is conceptualized in a variety of ways and several follow them. Luhmann’s (1979)
conceptualization, trust represents the level of confidence that an individual has in another to act in a fair, ethical,
and predictable manner. Griffin (1967) defines trust as “the reliance upon the characteristics of an object, or the
occurrence of an event, or the behavior of a person in order to achieve a desired but uncertain objective in a risky
situation” (Griffin, 1967, p. 105). Carnevale and Wechsler (1992) states that trust “involves faith or confidence in
the intentions or actions of a person or a group, the expectation of ethical, fair, and non-threatening behavior, and
concerns for the rights of others” (Carnevale and Wechsler, 1992, p. 473). Culbert and McDonough (1986)
contend that “trust pertains to whether or not one individual is able to value what another is up to and
demonstrate respect for him or her particularly when the individual’s need and those of the person taking the
action momentarily compete”(Culbert and McDonough, 1986, p. 175).

2.1.1 Measuring Employee Trust

Argyris (1964) states that trust will be positively associated with openness, experimentation with new behaviors,
and nonthreatening feedback on performance. This statement is very much apt when it comes to employees trust
on other employees. Zand (1972) and Boss (1978) express that high levels of trust are the key factor in
effective problem solving, this can be even related to problem solving as a team in an organization. Trust is a
“positive force from which cooperation is derived” (K. D. Scott 1980, p.158). Savage (1982) states that the
productivity methods have trust as a basis. She believes that merely creating an atmosphere of trust can
positively affect productivity without new programs or expense. Matthai (1989) defines “trust is defined as the
employees’ feelings of confidence that, when faced with an uncertain or risky situation, the organization’s words
and behaviors are consistent, and are meant to be helpful” (Matthai, 1989, p. 29).

Culbert and McDonough (1986) states that “when an individual perceives that an organizational system is not
trustworthy-that the system will not recognize and reward contributions the individual seeks to make-the
individual seeks to reduce his or her vulnerability by emphasizing only those performance areas that can be
objectively tabulated and defended” (Culbert and McDonough, 1986, p. 179).

Luhmann (1979) states that system’s trust stands beyond the experiences that influence personal trust on a daily
basis (Luhmann, 1979, p. 58). This dichotomization assumes that an employees’ degree of trust on his or her
supervisor varies when compared to the organization as a whole. Employees trust on an organization varies
based on the decisions and actions of the executive group. These images of an organization as an entity are
separate from those that are formed based on the immediate contact the employee has on a daily basis with his or
her supervisor. The supervisor controls the flow of information in most organizations, and access to information
is a key manifestation of the level of trust in an organization (Creed and Miles 1996).

Winning employees’ trust is an important element for an organization’s success. Trust has long been recognized
as being fundamental to cooperative relationships (Blau, 1964). In particular, employee trust is an important part
of the relationship between individuals and organizations. However, the main issue has previously been “trust in
whom?” (Perry & Mankin, 2004). Hunt and Aldrich (1998) suggested that direct supervisors have a stronger
influence than company CEOs. In turn, trust in leaders has been tied to desirable outcomes such as job
satisfaction, commitment, and OCB (Dirks & Ferrin, 2002). Morrison and Robinson (1997) stated that
employees who trust their immediate managers required to tell them the truth about the company, and, if they do
not, the employees feel that they are treated unfairly, which then decreases their work engagement.

Cook and Wall (1980) concluded that trust among the individuals and a team in an organization is very important
and significant for both short-term and long-term stability of an organization. Cohen and Prusak (2001) believe
that trust is an essential fluid for all social activities, allowing people in an organization to work together, without
creating unnecessary stresses and conflicts during negotiations. Thus, the influential elements that develop
employees’ trust for their managers are integrity, good will with managers, and professional competency; these
are necessary components that determine whether supervisors can be trusted or not (Colquitt, Scott, & LePine,
2007).

2.1.2 Summary of Relevant Findings
lacono & Weisbhand (1997) found that trust resulted in greater efficiency in moving through project processes.
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Not all research is in agreement however concerning the necessity of trust for success, as Aubert & Kelsey
(2003) found that trust was not needed for a team to deliver a quality product. Aryee, Budhwar & Chen (2002)
found that trust in the organization completely moderated the relationship between work attitudes of job
satisfaction, turnover intentions and organizational commitment. Kanawattanachi and Yoo’s (2002) research
concerning trust examined trust as being both cognitively and affectively-based. Their study hypothesized
correctly that cognitive-based trust would be slightly higher than affective-based trust in a team’s project in an
organization. Furthermore, their study determined that high-performing teams will have higher levels of both
cognitive and affective-based trust than lower performing teams, and that low performance was related to
affective-based trust. These findings clearly suggest that workers will trust because they want it to be in their
best interest because of an emotional reaction.

3. Method

Existing studies have uncovered positive links between trust and organizational commitment as per Aryee,
Budhwar & Chen (2002). lacono & Weisband (1997) found that trust resulted in greater efficiency in moving
through project processes. Not all research is in agreement however concerning the necessity of trust for success.
Cook and Wall (1980) concluded that trust among the individuals and a team in an organization is very important
and significant for both short-term and long-term stability of an organization. But none of the studies have
provided if there is a relationship between trust of an employee on his/her employer and safety of information.
Lack of supporting prior literature regarding the impact of employees trust on safety of information suggest the
following research question.

1. Does the level of trust an employee has on his/her employer have any relationship with the safety of
information in an organization?

3.1 Sample

A cross-sectional survey approach was taken in this study and the responses were collected using convenience
random sampling on employees working in small organizations that belong to Information Technology domain
in the mid-western region of the U.S. The survey used a seven-point Lickert scale which were responded by
respondents based on the agreement with each item on the survey (7 — Very Strongly Agree; 6 —Strongly Agree;
5 —Agree; 4 - Neither Agree or Disagree; 3 —Disagree; 2 —Strongly Disagree; 1 —\Very Strongly Disagree). 17
items on the survey related to the variables in this study and 6 related to the demographic profile of respondents
to the survey.

3.2 Data Collection

Employee who belong to the organizations that fall under the sample were contacted, and the researcher obtained
approval to distribute a survey concerning employees trust and safety of information. Data collection was done
through electronic questionnaire. Each employee in an organization was asked to complete the questionnaire.
These questions did not test the employee’s credibility, but it just gathered information about employees trust and
safety of information.

Participants were provided with a URL in the e-mail message. A participant following the URL link was
automatically directed to a website hosting the survey where it was completed. Initially, e-mail was sent to all the
participants and this e-mail was sent from the organization’s human-resource department. The survey instrument
was constructed to gather responses regarding the constructs studied in this research project as well as responses
regarding the respondent’s age, education level, experience, gender and industry. One hundred and sixty
responses were received; only surveys that were 100 percent complete were used. Since the human resource
department distributed the survey, it is hard to determine the exact response rate. However, the estimated
response rate was 32 percent based on an approximate potential sample of 490 participants.

3.3 Demographic Profile of Survey Respondents

An examination of the descriptive data collected in this study uncovered several interesting findings. More
females took part in the survey than males. Sixty-eight women and 63 men participated in the survey.

Age groups have been divided based on the generations, and almost all generations participated equally, which
helps to minimize threats to external validity. Millennials (born from 1981-2000) who participated in the survey
constituted 20.37% of the responses; Generation Xers (born 1964-1980) had a response rate of 25.92%. Baby
Boomers (born 1946-1964) responded at a rate of 39.81%, and the Silent Generation (born 1922-1945) had a
response rate of 13.88%.

The education level of the respondents was divided based on the following: high school, some college,
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bachelor’s degree, master’s degree, and doctorate. Threats to external validity may have been minimized since
all the education levels have been represented. The highest proportion of the level of education was 27.94%,
which belongs to those respondents possessing bachelor’s degrees, and the lowest proportion of the level of
education was doctorate degree holders, whose response rate was 6.61%.

The experience level of the respondents was divided based on the following: 0 — 4 years (entry level), 5 — 9 years
(midlevel), 10 — 14 years (senior level), and greater than 15 years (expert). Threats to external validity may have
been minimized since all the experience levels are represented. The highest proportion of the level of experience
is 49.3%, which belongs to those with 0 — 4 years’ experience, and the lowest proportion of the level of
experience is the respondents whose experience falls under 10 — 15 years and was 5.9%.

Table 1. Demographic Characteristics of the Sample

Characteristics Attribute Frequencies
Gender Male 63
Female 68
Age Millennials (born 1981-2000) 22
Generation X (born 1965-1980) 28
Baby Boomers (born 1946-1964) 43
Silent Generation (born 1922-1945) 15
Education High School 35
Some College 24
Bachelor’s Degree 38
Master’s Degree 30
Doctorate (Ph.D.) 9
Experience 0 - 4 years 67
5 - 9 years 33
10 - 14 years 8
15+ years 28

3.3.1 Crosstab between Demographics and Employee Trust

Crosstab has been performed between demographics and trust of an employee on his/her employer.
Demographics items such as gender, employee’s education, employee’s age, and employee’s experience were
individually involved in a crosstab operation with trust of an employee on his/her employer.

Crosstab has been performed between employee’s education and trust and the results seems to be normal.
Education didn’t play a significant role to identify the level of trust an employee has on his/her employer. All the
values of trust and employee’s education are presented in Table 2.

Table 2. Crosstab between trust and employee’s education

Low Trust Medium Trust High Trust Total

High School 12 11 12 35
EDUCATION

Associate/Some 8 9 7 24

College/Certificate

Bachelor's 10 16 12 38

Master's 11 8 11 30

Doctorate 2 5 2 9
Total 43 49 44 136

3.3.2 Crosstab between Trust and Employees Age

Crosstab has been performed between employee’s age and trust of an employee on his/her employer and the
results seems to be interesting. Employees who were born after 1946 and before 1964 has a prominent level of
trust when compared with employees who were born after 1964. All the values of employee trust and employee’s
age are presented in Table 3.
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Table 3. Crosstab between trust and employee’s age

Low Trust Medium Trust High Trust Total
Millenials 7 9 6 22
GENCOHORT
Generation X 13 8 7 28
Greatest Generation 9 15 19 43
Silent Generation 4 5 6 15
Total 33 37 38 108

3.3.3 Crosstab between Employees Trust and Gender

Crosstab has been performed between employee’s gender and trust and the results seems to be pretty normal.
Gender didn’t play much role with respect to trust of an employee on his/her employer. All the values of trust
and employee’s gender are presented in the below Table 4.

Table 4 Crosstab between trust and employee’s gender

Low Trust Medium Trust High Trust Total
Male 21 21 21 63
GENDER
Female 21 26 21 68
TOTAL 43 40 48 131

3.3.4 Crosstab between Trust and Employees experience

Crosstab has been performed between employee’s experience and trust of an employee on his/her employer and
the results seems to be quite normal. Employees who have 10 — 14 years in the same company seems to have
prominent level of trust. All the values of the employee performance and employee’s experience are presented in
Table 5.

Table 5. Crosstab between trust and employee’s experience

Low Trust Medium Trust High Trust Total
0—4 years 20 23 24 67
Experience
5—9years 11 10 12 33
10 — 14 years 1 5 2 8
> 15 years 11 11 6 28
Total 43 49 44 136
4. Results

Results from crosstab analysis between employees age and employees trust has shown a positive correlation
between them. Employees who were born between 1946 and 1964 has shown more trust on his/her employer
than compared to other age groups. Results from the crosstab analysis between employees experience and
employees trust on his/her employer has shown a positive correlation between them. Employees who have
experience between 10 to 14 years in an organization shown more trust on his/her employer when compared to
other levels of experience within an organization.

Results indicate that level of trust that an employee has with their employer is significantly related to
organizations’ safety of information. Testing the relationship between the level of trust that an employee has with
their employer and organizations’ safety of information indicated that the model was significant (Beta = .49,
F=113.941, p < .001), predicting 46% of variance in trust (Table 6).
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Table 6. Summary of Linear Regression Analysis for Predicting the level of trust that an employee has with their
employer and safety of information from internal attacks

Safety of Information

R? Beta
Trust 460 49FF*
***p<.001  **p<.0l *p<05 <1 (n=120) (one-tailed)

5. Conclusion

Out of the several reasons why safety of information being compromised. This paper identified one of the key
findings, when an employee has less trust on his/her employer then the chances of internal employee attacks are
more in a small organization which leads to less safety of information. Also, employees age and employees
experience within an organization play a significant role in internal employee attacks. Employees who are born
after 1964 are prone for more internal employee attacks when compared with employees who are born before
1964. Employees who have more than 10 years of experience within an organization tend to have more concern
on the safety of information when compared with other levels of experience within an organization. Hence it is
concluded that safety of information in an organization has direct correlation between employees’ trust,
employees’ age and employees’ experience in an organization.

6. Discussion

Several interesting findings emerged from the analysis of linear regression models in this study. First, it was
found that higher levels of trust an employee has on his/her employer had a very significant and very positive
relationship with organizations’ safety of information. Which means when an employee has more trust on his/her
employer then the employee will protect the information and will not try to compromise the information, which
means there are very less chances of internal employee attacks. It is also identified that when an employee has
less trust on his/her employer then there are more chances of compromising safety of information. These
employees tend to compromise the information hence leading to internal employee attacks.

Employees who were born before 1964 has a prominent level of trust when compared with employees who were
born after 1964. This leads to support the use case where employees age also has significant relation with safety
of information from internal attacks. Employees who were born before 1964 will not try to compromise their
organizations’ information. This also leads to further argument that employees’ who were born after 1964 tend to
compromise their employer’s information leading to internal employee attacks. Employees who have over 10
years of experience in the same company seems to have prominent level of trust when compared with other
employees in the organization. This leads to support the use case where employees who have more than 10 years
of experience in the same organization tend to protect the information and will not try to compromise the
information leading to less number of internal employee attacks.

7. Limitations
This study has following limitations which are described below:
1. This research only examined the employees who worked in small organizations.

2. This study collected no information about the employees’ ethnicity or their languages. It would have been
beneficial and interesting to find out how ethnicity and language moderate the factors of employee’s trust on the
safety of organization’s information.

3. The ordering of the questions might have created a mindset for the respondents that expect the same questions
throughout the survey.

8. Future Research

The research model could be tested in more diverse sample sizes with more diverse industries. Experimental
studies could be conducted which examine the developed research model. By utilizing the developed research
model, these future studies could examine the impact of safety of information based on employees trust on
medium and large organizations. Future studies could focus on identifying other variables that safety of
information could possibly influence. Future researches could create a survey that presents the questions
randomly to reduce bias in the anticipation of the questions. Future studies could also focus on the level of
employee engagement and level of employee performance to determine any relation to the number of successful
internal and external attacks within small organizations.
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