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Abstract

In recent years, mobile ad hoc networks (MANET) have become an interesting research area. This type of
networks have a salient characteristics compare with wired networks which are more vulnerable. Nowadays, for
the network security, defend in depth strategies are used. One of them is intrusion detection system (IDS). Many
intrusion detection techniques developed for weird networks however, because the nature of MANET we cannot
apply them directly in MANET. According to detection techniques, IDSs can be classified into three categories
as follows: Misuse-based detection, Anomaly-based detection, and Specification-based detection.

In this paper, we are going to evaluate anomaly-based intrusion detection techniques proposed for MANET. For
this, we present a comprehensive survey about anomaly based intrusion detection techniques. Afterward we
evaluate their performance, advantages, and disadvantages. As a result constantly, we will understand MANET’s
security problems based on which we can suggest solutions for future research.
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1. Introduction

A mobile ad hoc network is a collection of mobile nodes that communicate with each other via wireless links,
directly or relying on other nodes as routers. Their main advantage is flexibility, adaptability, easily cooperation
and efficient communication in environments without the help of any fixed infrastructure or centralized
management point.

Despite many advantages, these type of networks are inherently vulnerable to various attacks due to some
features such as open medium, dynamic topology, lack of centralized management and control points and etc
(Huang & Wenke, 2003). Therefore, today’s concepts of defend in depth for security in networks are used. The
First layer is prevention layer (e.g. Firewall, authority, and coding) and the second one is intrusion detection
system that is used to detect intruder attack to networks and to produce suitable response. Nowadays, also the
technology for manufacturing wireless instruments develops, the capabilities of these instruments (like battery,
CPU power, memory capacity) increase, too. However, new attacks against the MANET are increase
continuously. So the intrusion detection system should be able to detect these new and unknown attacks. The
anomaly-based IDS is one of the techniques that has the ability to detect the unknown attacks. In recent years,
many IDSs based on the three detection techniques were presented for the MANET. Since most of the work was
done based on the anomaly-based technique, in this article we investigate the work done in the anomaly-based
domain and represent their strong and weak points.

The structure of this article is as follow: In section 2, Classification and architectures for intrusion detection
systems are presented; In section 3, anomaly-based detection techniques are analyzed; In section 4,
anomaly-based detection systems proposed will be evaluated; In section 5, we’ll discuss categorization of IDS’s
and finally in section 6, we will arrive at conclusions and will propose some suggestions for future research.

2. Intrusion Detection Systems

Because of the nature of the MANETS, their security is a vital issue. So, nowadays, to secure these networks, a
multi-layer protection is used. The intrusion detection system, as the second protection layer, is a process that
controls the behaviors and activities in order to detect the illegal and abnormal activities.
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2.1 Classification of Intrusion Detection System

As shown in Figure 1, According to data collection mechanisms, IDSs can be classified into two categories as
follows (Stamouli, 2003): Host-based and Network-based. Network-based IDS runs on a gateway of a network
and obtained audit data from traffic that flows through it, And then are analyzed the data collected. While
Host-based IDS acquires this data through hope rating system’s log files that runs on the node. Also according
detection technique, IDSs can be classified into three categories as follows (Mandala et al., 2008; Hijazi &
Nasser, 2005): misuse-based (or signature-based) detection, anomaly-based detection, and specification-based
detection.

In signature-based method, known patterns of attacks are kept. Then the behavior of the network and its nodes is
controlled and when any suspicious behavior is observed, it is compared with the existence patterns to detect the
intrusion. If a behavior matches with existence patterns, it is considered as an attack. In anomaly-based
technique, normal behavior of the target system (network and nodes) is defined, and then a profile or normal
behavior model is constructed according to it. Then based on this profile a threshold is defined, which shows the
boundary of normal and abnormal behaviors. Then the nodes and the network are controlled and if any behavior
unmatched with the normal behavior is observed, it is considered as an attack. In the specification-based
technique, system defines a set of constraints that describe the correct operation of a programs or protocol. Then
it monitors the execution of the program or protocol whit respect to the defined constraints. If a behavior is
deviated with these constraints, it is reported as an attack (Ko et al., 2001).
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Figure 1. Classification of intrusion detection system

2.2 Architecture of IDS

According to the infrastructure of the network, MANETS can be framed in two ways: flat or multi-layer ones.
This framing depends on the expected function. So a suitable and efficient IDS architecture depends highly on
the infrastructure of the network itself. There are four major architectures for the MANETS as follow (Menaria et
al., 2010):

2.2.1 Stand-alone Intrusion Detection Systems

In this architecture, An IDS is implemented on each node and does the operation of intrusion detection.
Whatever decision is made by each node is based on the information of the node itself, and there is no
cooperation among the nodes of the network. In stand-alone architecture, because there is no cooperation and
interchange on information among the IDS and also the extent of view of each node on the network is limited,
the intrusion detection operation has a low accuracy. Because of this reason, this kind of architecture is rarely
applied in MANET.

2.2.2 Distributed and Cooperative Intrusion Detection Systems

In this architecture, each node participates in the intrusion detection operation and responding to it, by executing
an IDS agent on itself. An agent is responsible for detection and collection of the incidents and local information
in order to detect the possible intrusions and to produce a suitable response independently. In case that the node
doesn’t have enough information and documents for detection of the intrusion, it cooperates with the agents of
the neighboring IDS and commits the intrusion detection operation thoroughly.
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2.2.3 Hierarchical Intrusion Detection Systems

This developed architecture is a distributed and cooperative one. In this architecture, the nodes take different
tasks based on their level in the hierarchy. As an example, in comparison to other ordinary nodes in the cluster,
the cluster-head has a range of extra responsibilities like sending routing packets to the whole cluster. The
cluster-heads of the MANET act as strategic points (like gateways or switches in wired networks). In this
architecture, the cluster-heads are responsible for detecting the intrusion and creating a suitable response
throughout the cluster level.

2.2.4 Mobile Agent for Intrusion Detection Systems

Mobile agents are applied in MANETS as a concept in the same intrusion detection techniques. These agents can
move easily throughout a major network and each has a specific duty. Because one or more agents can be placed
inside a node, the intrusion detection operation can be distributed throughout the network. There are several
privileges in using the mobile agents. For example, some operations are not proportioned to every node. And
because of this, there will be a decrease in consuming the resources. The mobile agents-based IDS can be
considered as a kind of distributed and cooperative IDS. Some techniques also use the combination of the mobile
agents with hierarchical IDSs.

3. Anomaly-Based Detection Techniques

Anomaly-based detection techniques can be classified in to three groups according to the processing type of
behavior model of the target system: statistical-based, knowledge-based and machine learning-based (Lazarevic,
2005).

3.1 Statistical-Based Techniques

In statistical-based techniques, the traffic activities of the network are monitored and profile is created that shows
network normal behavior. This profile constructed based on some metrics, such as traffic rate, number of the
packets for each protocol, communication rate and different IP addresses. During the process of detection, two
groups of data on network traffic are considered. A set is related to the currently observed profile and the other is
related to the normal profile. When an anomaly occurs in the network, the current profile is created and an
anomaly privilege is calculated by comparing the current and normal profile. This privilege shows the degree of
abnormality for a given anomaly. When the privilege exceeds the defined threshold, the intrusion detection
system reports the incidence of an anomaly. The advantages of the statistical-based method are: firstly it doesn’t
require the background knowledge about the target system’s normal activity. In this technique, system can obtain
behaviors and activities of nodes by monitoring them, Secondly statistical methods provide exact reports on
malicious activities which are done during a long period. Yet, this method has its own disadvantages: firstly it is
susceptible to mistake by attacks, in the way that the traffic created during attacks in the network may be
considered as normal activities, secondly settings related to the amount of different parameters, specially
creating an efficient balance between false positive and false negative is difficult in reality (Denning & Neumann,
1985; Ye et al., 2002).

3.2 Knowledge-Based Techniques

Knowledge-based techniques are widely used in expert systems (Lunt et al., 1988). These systems are for
classifying the audit data and are based on a set of specific rules. It contains three stages: first according to the
data gathered during the process of training, different features and classes are resulted. Then in the second stage
a set of necessary rules are extracted to classify the parameters or functions. Finally, in the third stage, the
gathered data are classified according to these rules. This model can be created manually by a human expert
through a set of rules, which are applied to determine the legal behaviors of the system. If the specifications are
complete enough, this model will be able to detect illegal behavior patterns, then as a result, the false positive
rate will decrease. Specifications could also be developed by using some kind of formal tools. For example, the
finite state machine (FSM) approach, a sequence of states and transitions among them is created for modeling
network protocols behaviors. The most significant advantages of current approaches to anomaly detection are
those of robustness and flexibility. Disadvantage is that the development of high-quality knowledge is often
difficult and time-consuming (Anderson et al., 1995; Estévez-Tapiador et al., 2003; Sekar et al., 2002).

3.3 Machine Learning-Based Techniques

Machine learning techniques are based on either an explicit or implicit model. These techniques based on created
model can categorize pattern of observed behaviors. The main characteristic of these techniques is needed to
labeled data in order to learn the behavior model of the nodes and the whole network. This operation severely
requires the resources such as energy and bandwidth. The causes contain the action of labeling the data and the
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detection and separation this labeled data among the huge amount of the data demands high resource.

In many cases, the function of principle of machine learning is simultaneous with statistical techniques. In these
cases, the constructor of the model in addition to use of the statistical techniques uses the results of the previous
stages to improve the performance of intrusion detection system. So a machine learning-based anomaly detection
is able to change its strategy to obtain the new information. Although this features can make it desirable to use
these techniques for all conditions. Nevertheless, the key problem related to these methods is costly nature of
them in terms of required resources. Several machine learning-based schemes have been used in anomaly-based
detection technique such as: Bayesian network (Kruegel et al., 2003), Markov models (Yeung & Ding, 2003;
Estévez-Tapiador et al., 2005; Mahoney & Chan, 2002), neural network (Ramadas et al., 2003; Cansian et al.,
1997), fuzzy logic technique (Dickerson, 2000; Bridges & Vaughn, 2000), genetic algorithms (Li, 2004) and
clustering detection (Liao & Vemuri, 2002).

4. Analysis and Evaluation of Anomaly-Based Detection System

In this section, we present the newest anomaly-based detection systems, which are proposed for MANET, and
we will mention their main capabilities, advantages and disadvantages.

Lee, Zhang and Huang (Zhang et al., 2003; Zhang & Lee, 2000) proposed an anomaly-based detection system
that is cooperative and distributed. In this system, each node independently detects local intrusions and gathers
information by using an IDS agent. And if needed, it cooperates with other neighboring IDS agents to increase
the accuracy of detection. In this system, each operation is done by a given module in the agent. The key
advantage of the system is that it is distributive and cooperative, and consequently it increases the accuracy. Its
main disadvantage is that the responding time and the rate of false positive are high.

Kachirski and Guha (2003) proposed a multi sensor anomaly-based detection system that is based on the mobile
agent technology. This system uses three main agent, monitoring, decision and action to detect the intrusion. The
monitoring agent supervises the network and the nodes, the action agent is responsible for producing suitable
response against the intrusion and the decision agent analyzes the gathered data for detection of intrusion. This
system is based on hierarchical structure and the agents. These agents are placed on nodes based on their
function. Therefore, the action agent is placed on all nodes of the network and the decision agent is placed on
some of nodes.

The most important advantage of the system is applying the distributed mobile agents. Moreover, its most
important disadvantage is that finding suitable nodes to appoint to main tasks is time-consuming and is more
complex.

Sun et al. (2003) introduces a zone-based anomaly detection system. In this system, MANET is divided to
several non-overlapping zones. In this system, the nodes are organized in two layers, intra-zone and inter-zone
(or gateway nodes). Each node has an IDS agent that is executed on it. Other components of this system are data
collection module, detection engine, local aggregation and correlation engine (LACE) and global aggregation
and correlation engine (GACE). The data collection module and the detection engine are responsible for
gathering the audit data and analyzing every instant of intrusion respectively. The LACE module is responsible
for correlation and aggregation of the local reported alerts. These alerts are broadcast for all nodes in the same
zone. The function of GACE in this system is depends on the type of the node. If node is an intra-zone one, it
just sends the reports to the inter-zone nodes. And if the node is an inter-zone one, it receives the reports from
other intra-zone nodes, aggregates and correlates them and compares with its own reports and if needed it creates
some alerts. The intrusion response module is responsible to produce suitable respond against the detected
intrusion. In addition, this module is responsible to managing alerts received from GACE. The key advantage of
the system is dividing the network into non-overlapping zones and its main disadvantage is that the responding
time is long.

Nakayama et al. (2009) proposed an anomaly-based detection system to detect malicious activities that target at
the AODV routing protocol (Perkins et al., 2011). The proposed system uses the machine learning technique to
detect the intrusion. So, after gathering the data step, then an approximate distribution of the normal behavior is
extracted. Then by analyzing the gathered data and compare it with approximate distribution, system can find
any deviation from normal behavior. If the deviation exceeds the threshold, the system realizes that an attack was
occurred. The main advantage of this system is the low rate of the false positive and the key disadvantage is that
it cannot be used for detection of all possible attacks.

Joseph et al. (2011) proposed an anomaly-based detection system in the MANET to detect sinkhole attack (like
those nodes that do not cooperate with the network in routing and forwarding operation). This system by a
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classifier can detect malicious behaviors. This system can gathered data from the network, MAC and physical
layers. Then by processing the gathered data by the classifier, a function created to make the decision. This
function will distinguish whether the current event is legal or it is a result of sinkhole attack. The main advantage
of this system is using the features of several layers and its main disadvantage is that it is used just to detect one
type of sinkhole attack.

Lauf et al. (2010) proposed a two-stage anomaly-based detection system. Its goal is to act in environments with
limited resources, like the MANETSs. This detection system can be divided into two stages. The first stage for
fast detection of the threat and, then compute a threshold for the second stage. While the second stage aims at
exactly detecting the resources of the threat and also for detecting repeated attacks simultaneously. At the first
stage in this system, an analysis is done on the gathered data, if any deviation was detected, then second stage is
called. The main advantage of this system is that needed minimum amount of the resource. Because it is called
the second stage only if it needed. The main disadvantage of the system is the high rate of the false positive.

Kabiri and Aghaeiin (2011) present an anomaly-based technique that focuses on denial of service (dos) attacks.
The proposed system gets benefit from its neighbors’ normal behaviors and analysis them based on the optimal
features. Its main advantage is that it reduce the computational and data processing overhead by using a set of
the optimal features. The key disadvantage of the system is that the system is exposed to high rate of false
positive.

Nadeem and Howarth (2009) proposed an anomaly-based detection system for MANET to detect dos attacks.
The proposed system detects the malicious behaviors based on statistical analyses. In this system, after gathering
data, its probability distribution is estimated and it is compared with normal behavior by using chi-square test
(Lancaster, 1969). If the distribution of the gathered data does not fit the normal behavior, then the observed
behavior is considered as a suspicious. For every suspicious behavior, the counter increased a unit. Besides, in
the case of exceeding the threshold, the node will be labeled as malicious. The main advantage of this system is
the low rate of false positive and its main disadvantage is that it is just able to detect dos attacks.

5. Discussion and Summary

Nowadays, the use of mobile networks, especially the MANET is increasing. Therefore, it is very important to
pay attention to their problems and deficiencies especially those related to the security. One way to secure them
is by utilizing intrusion detection systems (IDSs). Many IDSs have been proposed for this type of networks.
Because of the nature of the MANET, many of these IDSs have distributed and cooperative architecture and in
generally they using the concept of the mobile agent (Zhang et al., 2003; Zhang & Lee, 2000; Kachirski & Guha,
2003; Sun et al., 2003; Joseph et al., 2011; Nadeem & Howarth, 2009). One of the advantages of this architecture
is exactly detecting the attacks and their resource; also produce global responding to these attacks. However, the
main disadvantage of this architecture is that it imposes communication and processing overload, and
consequently the need to great amount of resources (especially energy and the bandwidth) is increases. So
nowadays, in order to decrease the consumption of the resources, and parallel acts of the nodes in the process of
detecting the intrusion, a hierarchical structure is used (Kachirski & Guha, 2003; Sun et al., 2003). The nodes are
placed in several levels according to their positions and status in this structure. Then each node gets
responsibilities suitable with its level. The main problem of this architecture is the problem called single of
failure. It means that, the high-level nodes that have key responsibilities when compromised or be misbehavior,
whole network will be broken. Since some of attacks occur only in a single layer or specific layers, and also one
layer may be gives comprehensive information to IDS than other layers (like the dos attack that can be occur in
the several layers, the application layer can gives more exact information in comparison with lower layers). So
nowadays, many of the proposed IDSs have cross-layer architecture (Joseph et al., 2011). Table 1 summarizes
the structure, advantage and disadvantages of each of the mentioned architectures in this article.

6. Conclusion and Further Guidelines

As Table 1 shows, much of the works done in the IDS’s area in the MANET are based on anomaly techniques.
Therefore, it is necessary to use new and suitable techniques and methods to construct the nodes’ and networks’
normal profile, and also to define the threshold. One of these new techniques that can be applied in future
researches is the use of the game theory and the Bayesian networks. Since it is excepted that novel attacks will
be launched against the MANET, it is necessary more pay attention to anomaly-based techniques than other ones.
Also is better the using of combined techniques (such as anomaly-based technique alongside one of the
signature-based or specification-based techniques). Another hot area for further research is preventing and
detecting those attacks that aimed at IDS itself. Because the previous works were focused on protecting the
mobile nodes and data against the attacks.
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Table 1. Comparison of anomaly-based intrusion detection systems
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