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Abstract 
WiFi is the fastest and most cost-effective way of wireless Internet connectivity. Nowadays, almost all of the 
mobile phones and an increasing number of home entertainment systems are WiFi-enabled. Being the key 
enabler of the “Internet of Everything”, WiFi brings including people, processes, data and devices, together and 
turns data into valuable information that makes life better and business thrive. With all mobile devices, wearable 
gadgets, home entertainment systems and home automation systems connected together and linked to the 
Internet, devices can now interact with one another and data be shared among the devices. However, transmitting 
information across the WiFi network means leaving your computer or devices vulnerable to attack, giving 
unscrupulous people the opportunity to intercept traffic, selectively eavesdrop on critical communications or 
even the administrative access and thus the ability to harvest all the information they want. All these threats 
highlight the growing importance of keeping your WiFi secure from unauthorized access and malicious attacks. 

Basing on empirically collected quantitative data, this paper presents a comprehensive study on Hong Kong 
people’s knowledge about WiFi security and their use of WiFi in connecting the Internet. Findings of the study 
shed light on the knowledge gaps of Hong Kong WiFi users in using and setting up WiFi connections so that 
service providers, policy makers and stakeholders can devise appropriate security measures to improve the 
security of WiFi connection. The study also canvasses and analyses the views of the users on the connectivity 
and quality of free and commercial WiFi service in Hong Kong. The findings can help government and private 
WiFi operators to further improve the service provided.  
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1. Introduction 
With the era of “the Internet of Everything” upon us, WiFi is probably the most used conduit for the Internet 
connectivity. More and more home devices are now WiFi-enabled -- a WiFi-ready TV or one which is installed 
with a WiFi HDMI dongle enables the user to stream content from a smartphone; WiFi connectivity enables the 
user, while still walking under the scorching sun, to turn on the air-conditioner remotely to cool the room to the 
right temperature; supply chain control and the monitoring of storage conditions can be implemented more 
efficiently with the application of wireless sensor network platforms. Although the prices of these smart devices, 
such as WiFi power switches, WiFi light bulbs or sensors, are still high, with rapid advances of electronic 
technology, it is foreseeable that they will become more affordable and more wildly available in the near future. 

To some people, WiFi is a life necessity, like air and water. The first thing a teenager does upon entering a 
restaurant or visiting a friend is to take out his or her smartphone and search for free WiFi or ask for the WiFi 
password. While smooth and easy WiFi connectivity is important, it is all the more important for users to stay 
safe while conducting activities using WiFi. 

This report, which is the 4th in a series of research complied by WTIA, investigates WiFi usage, WiFi 
accessibility, WiFi security and the knowledge of it in Hong Kong. Data collected from the research will help 
stakeholders to understand more about the user experience, awareness and perceptions of WiFi service and 
security in Hong Kong. By way of critical data analysis, it is hoped that the findings of the research will assist 
both the Government and commercial WiFi network providers to identify gaps in the current service and help 
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shed light on areas of improvement and future directions.  

Conventional paper-and-pen self-administered questionnaire were used to collect data from a total of 202 
respondents. 

The report is divided into 6 parts: Part 1 is this introduction which sets the scene for the research and outlines the 
aims of the research. Part 2 is a descriptive summary of the demographic profiles of respondents. Part 3 is about 
WiFi usage in Hong Kong, covering essential details such as the types of WiFi network for Internet access, user 
profiles of the seven main types of WiFi Internet access, how respondents use WiFi network, the devices used 
and WiFi tethering. Part 4 addresses the issue of WiFi security, including respondent perception and knowledge 
on WiFi security and the types of WiFi security settings they used. Part 5 details the respondent assessment of 
WiFi Internet access provided by both private and Government service providers. Part 6 concludes the report 
with a detailed discussion of the research findings. A comparison of this year’s findings with those found in 
previous reports and the insights drawn from the comparison are also presented. Relevant suggestions on how to 
enhance user awareness as well as to improve the security and reliability of our WiFi connection are also 
discussed.  

2. Profiles of Respondents 
A total of 202 respondents filled out the questionnaire. Among them, 1 respondent did not answer the question 
concerning their gender. Of the remaining 201 respondents who answered the question, 66 (32.8%) of them were 
female and 135 (67.2%) were male (Table 1). 

 

Table 1. Gender of Respondents 

Sample Valid Response 
No. % No. % 

Male 135 66.8 135 67.2 

Female 66 32.7 66 32.8 

No response 1 0.5  

Base 202 100.0 201 100.0 

 

Table 2 below illustrates the frequency distribution and percentage composition of the age of the respondents. Of 
the 198 respondents (98.0%) who answered the question, the majority (31.8%) of them were aged between 46 
and 55. Those who were in the 56- to 65-year-old bracket (25.3%) came second, followed by those who were in 
the 36- to 45-year-old bracket (21.7%). Figure 1 illustrates the distribution of age among the respondents who 
answered the question on age. 

 

Table 2. Age of Respondents 

Sample Valid Response 
No. % No. % 

15-18 years old 4 2.0 4 2.0 

19-25 years old 16 7.9 16 8.1 

26-35 years old 15 7.4 15 7.6 

36-45 years old 43 21.3 43 21.7 

46-55 years old 63 31.2 63 31.8 

56-65 years old 50 24.7 50 25.3 

65 years old and above 7 3.5 7 3.5 

No response 4 2.0  

Base 202 100.0 198 100.0 



www.ccsen

 

 

Of the 201
were singl

 

Table 3. M

 

As regards
question. O
IT-related 

 

Table 4. A

 

Table 5 be
responden
a associate
of 200) an

 

 

net.org/ass 

1 respondents 
le and 113 (56.

Marital Status o

Single 

Married 

No response 

Base 

s the industry 
Of the remaini
sectors, while 

Are you workin

Yes 

No 

No response 

Base 

elow illustrate
nts. The frequen
e degree. They

nd those who w

(99.5%) who 
.2%) were mar

of Respondents

2

sectors in whi
ing 201 respon
the rest (140 o

ng in the IT rela

2

s the frequenc
ncy distributio

y are followed 
with a bachelor

Asian

Figure 1. A

answered the 
rried (Table 3)

s 

No. 
88 

113 

1 

202 

ich the respond
ndents who ans
out of 201 or 6

ated field? 

No. 
61 

140 

1 

202 

cy distribution
on shows that t
by those who 

r degree (22.0%

n Social Science

3 

Age of Respon

question conce
. 

Sample 

% 

43.6 

55.9 

0.5 

100.0 

dents were eng
swered the que
69.7%) engage

Sample 

% 

30.2 

69.3 

0.5 

100.0 

n and percentag
the majority o
had complete

% or 44 out of 

ndents 

erning their m

No.
88

113

201

gaged, 1 (0.5%
estion, only 61
ed in sectors no

No.
61

140

201

ge compositio
f the responde
d senior secon
200). 

marital status, 8

Valid Respo

%) of them did
1 (30.3%) of th
ot related to IT

Valid Respo

on of the educa
ents (29.0% or 
ndary educatio

Vol. 12, No. 6;

 

88 (43.8%) of 

onse 
% 

43.8 

56.2 

 

100.0 

d not respond t
hem engaged i
T (Table 4). 

onse 
% 

30.3 

69.7 

 

100.0 

ation profile o
58 out of 200
n (24.0% or 4

2016 

them 

o the 
n the 

of the 
) had 
8 out 



www.ccsen

 

Table 5. Ed

 

A total of 
the frequen
frequency 
Those who
Kong Islan
islands (Fi

 

Table 6. Pl

net.org/ass 

ducation Profi

Junior Seco

Senior Seco

Associate D

Bachelor D

Postgradu

No respo

Base

201 responden
ncy distributio
distribution sh

o lived in the 
nd (30.3% or 6
igure 3). 

lace of Residen

Hong Kong

Kowlo

New Terri

Outlying I

No respo

Base

ile of Respond

ondary 

ondary 

Degree 

Degree 

uate 

onse 

e 

Fig

nts answered t
on and percent
hows that the 
New Territori

61 out of 201) 

nce Profile of 

g Island 

oon 

itories 

Islands 

onse 

e 

Asian

dents 

No.
13 

48 

58 

44 

37 

2 

202

gure 2. Educati

the question c
tage compositi
majority of th

ies (33.3% or 
came third. O

Respondents

No.
61

70

67

3

1

202

n Social Science

4 

Sample
%
6.4

23.8

28.7

21.8

18.3

1.0

100.0

ion Profile of R

concerning the
ion of the plac
he respondents
67 out of 201

Only 1.5% (3 o

Sampl
%

30.2

34.7

33.2

1.5

0.5

100.0

e 

N
1

4

5

4

3

2

Respondents

ir place of res
ce of residence
s (34.7% or 7
1) came secon
out of 201) of t

le 

N

0 2

Valid Re
No. 
13 

48 

58 

44 

37 

200 

sidence. Table 
e profile of th
0 out of 201) 

nd and those w
the respondent

Valid Re
No. 
61 

70 

67 

3 

201 

Vol. 12, No. 6;

sponse 
% 

6.5 

24.0 

29.0 

22.0 

18.5 

 

100.0 

 

6 below illust
he respondents

lived in Kow
who lived on H
ts lived on out

esponse 
% 

30.3 

34.8 

33.3 

1.5 

 

100.0 

2016 

trates 
. The 
loon. 
Hong 
lying 



www.ccsen

 

 

Table 7 be
the respon
had more 
came seco
4.0% (8 ou
of the resp

 

Table 7. Ex

Never used

Less than 

Six month

One year t

Longer tha

No respon

Base 

net.org/ass 

elow illustrates
ndents. The fre

than 2 years o
ond. 4.5% (9 o
ut of 201) of th
pondents had n

xperience Prof

d it 

six months 

hs to one year 

to two years 

an two years 

nse 

Figure 3

s the frequency
quency distrib
of experience 

out of 201) of 
hem had used 

never used WiF

file of Respond

Figu

Asian

3. Place of Res

y distribution a
bution shows th

using WiFi. T
the responden
it for less than

Fi before (Figu

dents 

N
3

8

9

1

1

1

2

ure 4. Experien

n Social Science

5 

sidence Profile

and percentage
hat the majorit
Those with 1-2
nts had six mon
n six months. O
ure 4). 

Sampl
No. % 

 1.5 

8 4.0 

9 4.5 

8 8.9 

63 80.7 

 0.5 

202 100.0

nce Profile of R

e of Responden

e composition 
ty of the respon
2 years of exp
nths to one ye
Only a small p

le Val
No
3

8

9

18

163

201

Respondents

nts 

of the WiFi ex
ndents (81.1%

perience (9.0%
ear of experien
percentage (1.5

lid Response 
. % 

1.5

4.0

4.5

9.0

3 81

 

1 100

Vol. 12, No. 6;

 

xperience profi
% or 163 out of 
% or 18 out of 
nce using WiF
5% or 3 out of 

5 

0 

5 

0 

.1 

0.0 

 

2016 

file of 
f 201) 

201) 
i and 
201) 



www.ccsen

 

3. WiFi in
3.1 Types o

Of the 198
Internet ac
or 175 ou
hotspots (G
WiFi in bu
providers, 
of 198) of 

 

 

3.2 User P

3.2.1 WiFi

Table 8 an
main types
with more
office (58.
in busines
of experien

 

Table 8. W

WiFi at Ho

WiFi on C

WiFi in Of

WiFi in bu

WiFi hotsp

GovWiFi p

Free WiFi 

 

net.org/ass 

n Hong Kong 
of WiFi Netwo

8 respondents w
ccess were sho
ut of 198) used
GovWiFi), 53
usiness distric
23.2% (46 ou

f them used Wi

Profiles of the S

i Using Experi

nd Figure 6 be
s of WiFi netw
 than 2 years o
.9%), GovWiF
s districts (47.
nce of using W

WiFi Using Exp

ome 

Campus 

ffice 

usiness district

pots provided b

public hotspot

hotspots unde

ork for Internet

who reported t
own in Figure 
d WiFi at hom
.0% (105 out 
ts, 44.4% (88 

ut of 198) of th
iFi on campus.

Figure 5. T

Seven Main Ty

ience Profiles 

elow show the
work. It is clea
of experience 
Fi (55.8%), Wi
.85%), while t

WiFi) accessed 

perience in Ter

ts 

by commercia

s 

er the Wi-Fi.HK

Asian

t Access 

that they had e
5. The Bar Ch

me, 54.5% (10
of 198) of the
out of 198) o

hem used Free 
.  

Types of WiFi N

ypes of WiFi In

e WiFi using e
ar from the Tab
of using WiFi
iFi hotspots pr
the majority of
the Internet us

rms of WiFi In

al service provi

K brand 

n Social Science

6 

experience of u
hart below show
08 out of 198)
em used WiFi 
of them used W
WiFi hotspots

Network Used

nternet Access

experience pro
ble and the Ba
i) accessed the
rovided by com
f the less expe
sing the GovW

nternet Networ

< 6 m

37.

25.

25.

25.

iders 25.

62.

25.

using WiFi, th
ws that the ma
) of them used
in office, 45.5

WiFi hotspots 
s under the Wi-

d for Internet A

ofiles of the re
ar Chart that th
e Internet using
mmercial serv
erienced users

WiFi network (

rk 

months 1/2 t

.50% 55

.00% 22

.00% 0

.00% 44

.00% 22

.50% 55

.00% 44

e types of WiF
ajority of the r
d Free Govern
5% (90 out of 
provided by c
-Fi.HK brand, 

Access 

spondents’ in 
he more exper
g WiFi at hom
vice providers 

(those with le
62.5%).  

to 1 year 1-2

5.56% 83

2.22% 16

.00% 38

4.44% 33

2.22% 22

5.56% 38

4.44% 16

Vol. 12, No. 6;

Fi network for 
respondents (8
nment WiFi p
198) of them 

commercial se
and 19.7% (3

 

terms of the s
ienced users (t

me (93.3%), Wi
(49.1%), and 

ess than six mo

2 years > 2 y

3.33% 93.2

6.67% 19.6

8.89% 58.9

3.33% 47.8

2.22% 49.0

8.89% 55.8

6.67% 22.7

2016 

their 
8.4% 
ublic 
used 
rvice 
9 out 

seven 
those 
iFi in 
WiFi 
onths 

years

25% 

63% 

90% 

85% 

08% 

83% 

70% 



www.ccsen

 

 
3.2.2 Gend

Figure 7 b
Bar Chart 
similar. Th
respectivel
The major
males). Th
service pr
Governme
and male u

 

 
3.2.3 Mari

Figure 8 b
status. The
WiFi at ho
(79.5% for
single user
for marrie
users over 

net.org/ass 

Fi

der Profiles 

elow shows th
shows that th

he major diffe
ly) over femal
rity of the resp
he percentage 
roviders (42.4
ent WiFi public
users is close t

ital Status Prof

below shows t
e Bar Chart de
ome, there are
r single vs. 92
rs who used W

ed vs. 40.9% f
married users

gure 6. WiFi U

he breakdown o
e gender profi
erences betwe
les (42.4% and
pondents, both

share of fem
4% vs. 44.4%
c hotspots and
oo (56.1% vs. 

Figure 7. Use

files 

the breakdown
emonstrates tha
 considerable 

2.9% for marri
WiFi in busine
for single). On
s who used WiF

Asian

Using Experien

of the use of th
iles of the resp
een the two gr
d 36.4% respec
h males and fem
male and male 
%) and WiFi o
d free WiFi hot

52.6% for Go

e of WiFi Netw

n of the use of
at, although th
differences in
ied). The Bar 

ess districts (50
n the other ha
Fi on campus (

n Social Science

7 

nce in Terms o

he seven main 
pondents acros
roups are the 
ctively) in usin
males, used W
respondents u

on Campus (
tspots under th

ovWiFi and 24.

work for Intern

f the seven ma
he majority of 
n terms of perc

Chart demons
0.4% for marr

and, the chart 
(23.9 for singl

of WiFi Interne

 types of WiFi
ss all seven typ
higher propor

ng WiFi in offi
WiFi at home (

using WiFi ho
19.7% vs. 19
he “Wi-Fi.HK 
.2% vs. 22.2%

net Access by 

ain types of W
the responden

centages amon
strates the pred
ried vs. 37.5%
also demonstr
le vs. 15.9% fo

et Network 

i Internet netw
pes of WiFi In
rtion of males
ice and WiFi in
83.3% for fem
otspots provid
9.3%) is close

brand”, the pr
% for “Wi-Fi.HK

Gender 

WiFi Internet n
nts, both single
ng the two gro
dominance of 
 for single) an
rates the predo
or married). 

Vol. 12, No. 6;

work by gender
nternet networ
s (57% and 44
n business dist

males vs. 88.9%
ded by comme
e. As for the 
roportion of fe
K”). 

 

network by m
e and married, 
ups of respond
married users 

nd in office (6
ominance of s

2016 

 

r. The 
k are 
4.4% 
tricts. 
% for 
ercial 

free 
emale 

arital 
used 

dents 
over 

1.1% 
ingle 



www.ccsen

 

 
3.2.4 Age 

Table 9 be
groups. Th
15-18 year
used the s
young adu
the 26-35 
group) use
tendency t

 

 
Table 9. U

Age 

WiFi at Ho

WiFi on Ca

WiFi in Of

WiFi in bu

Commercia

GovWiFi p

Free WiFi h

net.org/ass 

Fi

Profiles 

elow shows th
he Bar Chart i
rs old and the 

same for the 2
ults (18-25 yea
years old age 
ed WiFi in of
to use free Gov

Use of WiFi Ne

ome 

ampus 

ffice 

siness districts 

al WiFi hotspot

public hotspots 

hotspots under 

igure 8. Use of

e breakdown o
n Figure 9 dem
over 65 years

6-35 years old
ars old) used W
group, 62.8%

ffice. The dat
vWiFi (75%). 

Figure 9. U

etwork for Inte

ts 

the Wi-Fi.HK 

Asian

f WiFi Networ

of the use of t
monstrates the
s old age grou
d age group. H
WiFi on campu

% for the 36-45
ta also reveale

Use of WiFi Ne

rnet Access by

15-1

100

50.0

25.0

50.0

75.0

75.0

brand 25.0

n Social Science

8 

rk for Internet A

the seven main
e same informa
ups used WiFi 
Half (50%) of 
us while more

5 years old age
ed that teenag

etwork for Inte

y Age 

18 18-25

.0% 87.5%

0% 56.3%

0% 31.3%

0% 25.0%

0% 25.0%

0% 37.5%

0% 6.3%

Access by Ma

n types of WiF
ation in graph
at home whil
the teenagers 

e than half of t
e group and 58
gers (15-18 ye

ernet Access by

26-35 36-

66.7% 83

26.7% 25

66.7% 62

33.3% 58

46.7% 58

46.7% 58

6.7% 34

arital Status 

Fi Internet netw
hic format. All 
e only 66.7% 
(15-18 years 

the older respo
8.7% for the 4
ears old age g

y Age 

-45 46-55 

.7% 87.3% 

.6% 11.1% 

.8% 58.7% 

.1% 36.5% 

.1% 41.3% 

.1% 55.6% 

.9% 23.8% 

Vol. 12, No. 6;

 

work by seven
respondents i
of the respond
old) and 56.3

ondents (66.7%
46-55 years old
group) had gr

56-65  ove

94.0% 100

12.0% 0.0

46.0% 14.

48.0% 71.

32.0% 71.

50.0% 57.

22.0% 28.

2016 

n age 
n the 
dents 
% of 

% for 
d age 
reater 

er 65 

0.0%

0% 

3% 

4% 

4% 

1% 

6% 



www.ccsen

 

3.2.5 Educ

Figure 10 
level. The 
while a rel
smaller pe
well as Go

 

 
3.2.6 Place

Figure 11 
residence. 
WiFi at Ho

 

 
3.3 Use of 

Table 10 
responden
(0.5%) did
(0.5 %) se

net.org/ass 

cation Profiles 

below shows t
Bar Chart sho

latively small 
ercentage of re
ovWiFi and Wi

Figur

e of Residence

below shows 
The Bar Char

ome.  

Figur

f WiFi Network

illustrates th
nts spent on W
d not answer t
elected more t

the breakdown
ows that the m
percentage of 

espondents wit
iFi hotspots pr

re 10. Use of W

e Profiles 

a breakdown 
rt shows that th

re 11. Use of W

k 

e frequency 
WiFi connectio
the question on
than one answ

Asian

n of the use of 
majority of res
f respondents u
th junior secon
rovided by com

WiFi Network 

of the use of 
he majority of 

WiFi Network 

distribution a
on. Of the 202
n the amounts

wer and is cons

n Social Science

9 

f the seven mai
spondents in al
used WiFi on c
ndary school u
mmercial servi

for Internet A

the seven ma
respondents in

for Internet A

and percentag
2 respondents 
s of time they 
sidered as an 

in types of Wi
ll educational 
campus. The c
used WiFi in o
ice providers.

Access by Educ

ain types of W
n all place of r

ccess by Place

e composition
who complet
spent on WiF
invalid respon

iFi Internet net
level groups u

chart also revea
office and in b

cational Level 

WiFi Internet ne
residence of th

e of Residence 

n of the amo
ted the questio

Fi connection. 
nse. None of t

Vol. 12, No. 6;

twork by educ
used WiFi at h
als that a relat

business distric

 
 

etwork by pla
he respondents 

 

ounts of time
onnaire, 1 of 
Another 1 of 

them indicated

2016 

ation 
home 
tively 
cts as 

ce of 
used 

e the 
them 
them 

d that 



www.ccsen

 

they had n
(see Figure
last year (F
users (27.0
WiFi (0%)

 
Table 10. T

Frequently

Occasiona

Unless nec

Never used

No respon

Base 

 
Figure 13 
majority o
quarter (23
PDAs to a

 

 
As shown
lower than
Smartphon
responden

net.org/ass 

never used WiF
e 12), the 62.5
Fong and Won
0%), those who
), lower than la

Time Spend on

y (e.g. 4 hrs/da

ally (e.g. < 10 h

cessary 

d it 

nse and invalid 

shows the kin
of WiFi users 
3.8%) of the re
access WiFi. 

n in Figure 14,
n the 5.3% rep
nes (75.1%). 

nts used Smartp

Fi connection.
5% of them use
ng, 2014; Won
o used WiFi co
ast year’s repo

n WiFi Connec

ay) 

hrs/wk) 

response 

Fig

nds of device u
used Smartph

espondents use

F

, only 1.5% o
ported last yea
They are fol

phones other th

Asian

 Of the 200 re
ed WiFi freque
ng and Fong, 2
onnection whe

orted shares of 

ction 

ure 12. Time S

used by the res
hones (43.5%)
ed tablets, such

Figure 13. How

of the respond
ar. For those w
lowed by tho
han an Android

n Social Science

10 

espondents (99
ently (about 4 
2014). On the 
en necessary (1
31.66%, 11.56

No. 
125 

54 

21 

0 

2 

202 

Spent on WiFi

spondents to c
) and personal
h as iPads, to a

w do you acce

ents were not 
who used Sma
ose who used
d or an iPhone

9%) who stated
hours per day,
other hand, th

10.5%) and tho
6% and 1.9% r

Sample 

% 

61.9% 

26.7% 

10.4% 

0.0% 

1.0% 

100.0 

i Connection

connect to WiF
l computers (3
access WiFi. V

ess WiFi? 

users of Sma
artphones, the
d Apple iPhon
e. 

d that they use
, higher than th
he percentage s
ose who said th
respectively. 

Valid 
No. 
125 

54 

21 

200 

 

Fi network. It 
31.0%) to acc

Very few (1.5%

artphones, whi
e majority of t
ne (26.9%). O

Vol. 12, No. 6;

ed WiFi conne
he 54.77% rep
share of occas
hey had never 

Response 
% 

62.5%

27.0%

10.5%

 

 

100.0

is revealed tha
cess WiFi. Abo
%) respondents 

 

ich is conside
them used And
Only 5.0% of

2016 

ction 
orted 
ional 
used 

at the 
out a 
used 

rably 
droid 
f the 



www.ccsen

 

 
Figure 15 
responden
WiFi to co
used WiFi
learning. 
 

 
Figure 16 
same num
respectivel
network to
users. Wh
females vs
 

net.org/ass 

shows the pu
nts used WiFi t
ontact friends (
i to complete t

below shows 
mber of male a

ly) or to conta
o complete the

hile females us
s. 72.6% of ma

F

urposes of the
to obtain infor
(76.6%) and to
their work. On

Figure 15

a breakdown o
and female us
act friends (76
eir work (53.3
sers were mor
ales). 

Figure 16.

Asian

Figure 14. Are 

e respondents 
rmation from 
o conduct onli
nly about one-

5. Why do you 

of the reasons 
sers used WiF
6.3% and 77.3
3% vs. 37.9%)
re likely to us

. Reason of Us

n Social Science

11 

you a Smartph

in seeking ac
the Internet (7
ne activities (5
-third (36.3%) 

use WiFi to ac

of using WiFi
Fi network to 
3% respectivel
) and support 
se WiFi to ob

sing of WiFi N

hone user? 

ccess to WiFi
75.1%). They
53.2%). About
of the respon

ccess the Inter

i network by g
conduct activ

ly). Male user
their learning

btain informati

Network by Ge

i networks. Th
are followed b
t half (48.3%) 

ndents used Wi

rnet? 

gender. It revea
vities online (
rs were more 

g (39.3% vs. 2
ion from the I

ender 

Vol. 12, No. 6;

  

he majority o
by those who 
of the respond

WiFi to support 

 

als that roughl
(54.1% and 5
likely to use 

28.8%) than fe
Internet (80.3

 

2016 

f the 
used 

dents 
their 

y the 
1.5% 
WiFi 

emale 
% of 



www.ccsen

 

 
Figure 17 
responden
search for
WeChat (7
to perform
responden
on-line br
ringtones, 

3.4 WiFi T

When bein
majority (
negative. A
as WiFi ho

 

 
4. Using W
4.1 Mobile

Figure 19 
only a sm
messaging
(43.3%) an

net.org/ass 

shows the ac
nts used WiFi 
r and downloa
70.6%) or to do
m financial tra
nts used WiFi n
okerage (24.4
images and m

Tethering 

ng asked whet
(53%) of the r
A small percen
otspots (Figure

Fig

WiFi for Mobi
e Messaging 

below shows 
mall percentage
g, a large majo
nd LINE (26.4

Figure 17

ctivities condu
to check and 

ad information
ownload free-o
ansactions (45
network to pla

4%). Only a sm
music (14.9%) o

ther they had 
respondents an
ntage (2%) of r
e 18). 

gure 18. Have 

ile Messaging

the types of m
e of responde
ority of them 
4%). 

Asian

7. Activities co

ucted by the 
answer email

n (71.1%), to 
of-charge mob
5.3%) and to 
ay on-line gam
mall percentag
or to perform o

ever shared th
nswered in th
respondents w

you ever share

g and Social N

mobile messag
ents (4.0%) di
(90.5%) used 

n Social Science

12 

onducted using

respondents u
ls (83.6%). Th
access social 

bile apps (66.7
make on-line

mes (26.9%) or
ge of respond
other activities

heir Smartphon
he affirmative 
were not sure w

ed your Smartp

Networking 

ing apps used 
id not use mo
WhatsApp. T

g the WiFi netw

using the WiF
hey are follow
networks, suc

%). Close to h
e purchases (3
r to perform in
dents used WiF
s (4.0%). 

nes as a WiFi 
but 45% of t

whether they ha

phone as a WiF

by the respon
obile messagin
They are follow

work 

Fi network. Th
wed by those 
ch as Faceboo
half of the resp
36.8%). Abou
nvestment activ
Fi network to

Hotspot, i.e. W
the respondent
ad ever shared

 
Fi Hotspot? 

ndents. The Ba
ng. For those 
wed by those 

Vol. 12, No. 6;

he majority o
who used Wi
ok, WhatsApp
pondents used 
ut a quarter o
vities, for exam

o buy mobile 

WiFi tethering
ts answered in

d their Smartph

ar Chart shows
who used m

who used We

2016 

 

f the 
Fi to 

p and 
WiFi 
f the 
mple, 
apps, 

g, the 
n the 
hones 

s that 
mobile 
eChat 



www.ccsen

 

 
Figure 20 
majority o
who used t
include vo

 

 
Figure 21 
The pie ch
messaging
spent 25-5
online tim

 

 

net.org/ass 

below shows
of them (83.8%
them for textu

oice messaging

below shows 
hart shows th

g apps. They ar
50% of their on
e and only 8%

Figure 

 how the resp
%) used mobil
ual plus emotic
g (49.2%) and v

Figure

the percentag
hat the majorit
re followed by
nline time (22

% of the respon

Figure 21. P

Asian

19. Types of W

pondents used
e messaging a

con (68.0%) an
voice commun

e 20. Use of M

ge of online tim
ty of them (3

y those who sp
2.0%) on such 
dents spent mo

Percentage of O

n Social Science

13 

WiFi Mobile M

mobile messa
apps for textua
nd group chats 
nication (39.1%

Mobile Messagi

me the respon
3.0%) spent 1
ent less than 1
apps. Only 13

ore than 75% o

Online Time fo

Messaging App

aging apps. Th
al communicat
(62.4%). Othe

%). 

ing Apps Used

ndents spent o
10-25% of the
0% of their on
3.5% of the re
of their online 

or Mobile Mes

ps 

he Bar Chart 
tion. They are
er uses of mob

d 

on using mobil
eir online tim
nline time (23.
espondents spe

time on mobil

 
ssaging 

Vol. 12, No. 6;

 

shows that a 
 followed by t

bile messaging 

le messaging 
e on using m
5%) and those

ent 50-75% of 
le messaging.

2016 

large 
those 
apps 

 

apps. 
obile 

e who 
their 



www.ccsen

 

4.2 Social 

Figure 22 
small perc
large majo
(17.4%). 1

 

 
Figure 23 
shows that
apps. Amo
spent 25-5
more than 
their onlin

 

 
5. WiFi Se
Table 11 a
use of WiF
Among th
only 25.9%

It is also fo
who believ
by WiFi w
who believ

net.org/ass 

Networking 

shows the typ
centage of resp
ority of them (
13.9% of the re

below shows 
t the majority 
ong them, 35.5
50% of their on

50% of their o
ne time on usin

ecurity 
and Figure 24 b
Fi to access the

hem, 24.9% ex
% of the respon

ound that sligh
ved otherwise 

were adequate,
ved otherwise 

pes of social ne
pondents (10.4
(78.1%) used F
espondents use

Figure 

the percentage
of them (70.5

5% spent less t
nline time (17
online time on

ng such apps. 

Figure 23. P

below show th
e Internet as th

xpressed strong
ndents were no

htly more respo
(42.1% vs. 31

, slightly less 
(33.5% vs. 34

Asian

etworking app
4%) did not us
Facebook. Ab
ed Twitter and 

22. Types of S

e of online tim
5%) spent less
than 10% of th
%) on using s

n using social n

Percentage of O

hat more than 
hey were worr
g concern over
ot worried abo

ondents believ
1.0%). When a
respondents b
.5%). 

n Social Science

14 

ps used by the 
se social netw

bout one-fifth o
8.5% of them 

Social Network

me the responde
s than 25% of
heir online tim

social networki
networking app

Online Time fo

half (55.8%) o
ried that their p
r personal priv

out personal pri

ved that using W
asked whether

believed that th

respondents. 
working apps. F

of them used I
used other soc

king Apps Use

ents spent on s
f their online t

me on using su
ing apps. Only
ps. Among the

or Social Netw

of the respond
personal privac
vacy on using
ivacy on acces

WiFi to access
r they believed
he security me

The Bar Chart
For those who
Instagram (19
cial networkin

ed 

social network
time on using

uch apps. 17% 
y 11.0% of the
em, 4.5% spent

 
working 

dents expressed
cy might be di
 the Internet. 
ssing the Intern

s the Internet w
d the security 
easures was a

Vol. 12, No. 6;

t shows that o
o used such ap
.9%) and Link

ng apps. 

king. The Pie C
g social networ

of the respond
e respondents 
t more than 75

d concerns ove
isclosed as a re
On the other h
net via WiFi. 

was safer than t
measures prov

adequate than t

2016 

nly a 
pps, a 
kedIn 

Chart 
rking 
dents 
spent 

5% of 

er the 
esult. 
hand, 

those 
vided 
those 



www.ccsen

 

Table 11. W

It is not a
WiFi to a
disclose m
example, m

I believe
provided b

I believe 
Internet is 

 

 
Table 11 a
reveals tha
WiFi netw
Internet is 
the statem
only 25.8%
the Interne
while only

 

net.org/ass 

WiFi Security 

 

a concern to m
access the In
my personal 
my physical lo

e the securit
by WiFi are ad

using WiFi t
safe. 

and Figure 25 
at, females, in 

work to access
safe”, 44.4% 

ent “I believe 
% of females d
et would disclo
y 22.7% of fem

me that using 
nternet would 

privacy, for 
ocation 

ty measures 
dequate. 

to access the 

below are a b
general, were

s the Internet. 
of males agre
the security m

did. When resp
ose my person

males did. 

Figure 25. Re

Asian

Strongly 
Agree 

A

3.0% 1

3.0% 14

6.6% 19

Figure 2

breakdown of
e slightly more

When respon
eed to the state

measures provid
ponding to the 
al privacy, for 

espondent Perc

n Social Science

15 

Agree
Slightl
Agree

1.7% 11.2%

4.5% 16.0%

9.3% 16.2%

24. WiFi Secur

the responden
e concerned ab
nding to the s
ement while on
ded by WiFi ar
statement “it i
example, my 

ceptions of Wi

ly 
e 

Neutral

% 18.3%

% 32.0%

% 26.9%

rity 

nts’ perception
bout WiFi safe
statement “I b
nly 34.8% of f
re adequate”, 3
is not a concern
physical locat

iFi Security by

Slightly 
Disagree 

Dis

23.9% 7

19.5% 7

17.3% 7

ns of WiFi sec
ty and persona

believe using W
females did. W
37.0% of male
n to me that us
ion”, 34.1% o

y Gender 

Vol. 12, No. 6;

sagree 
Stron
Disag

7.1% 24.9

7.0% 8.0%

7.1% 6.6%

 

curity by gend
al privacy on u
WiFi to acces

When respondin
es agreed to it w
sing WiFi to ac
f males agreed

 

2016 

ngly 
gree

9% 

% 

% 

der. It 
using 
s the 
ng to 
while 
ccess 
d to it 



www.ccsen

 

Table 11. W

I believe u

I believe t
are adequa

It is not a 
the Intern
for examp

 
Figure 26 
(42.6%) of
the standa
(18.3%). T
were 6.9%
802.11ac, 

 

 
Figure 27 
the home W
of WiFi se
For those 
AES”. The
used WEP

 

net.org/ass 

WiFi Security 

using WiFi to a

the security m
ate. 

concern to me
et would disc
le, my physica

below shows 
f the home Wi

ards they used
The shares of h
% and 12.9% 
is 14.4%.  

below shows 
WiFi users did
ecurity they we

home WiFi u
ey are followe

P (Wired Equiv

 

access the Inter

measures provi

e that using W
close my pers
al location 

the types of W
iFi users did no

d, most of them
home WiFi us
respectively, 

Figure 26

the types of W
d not know wh
ere using, 5.9%
users who use
ed by those wh
valent Privacy)

Figure 27

Asian

rnet is safe. 

ided by WiFi

WiFi to access 
sonal privacy, 

WiFi standard t
ot know what 
m (29.2%) use
ers who used 
while the sha

6. WiFi Standa

WiFi encryptio
hat kinds of Wi
% of them did 
d WiFi securi

ho used “WPA
). 

. WiFi Encryp

n Social Science

16 

M

Agree Ne

44.4% 25

37.0% 28

34.1% 17

that the respon
kinds of WiFi 
ed 802.11n. T
older standard

are of home W

ards Used by H

ons used by the
iFi security the
not use any W

ity, the majori
A/WPA2 using 

ptions Used by 

Male 

eutral Disagr

5.2% 30.4%

8.9% 34.1%

7.8% 55.6%

ndents used at 
standard they 

They are follow
ds, i.e., 802.11a
WiFi users wh

Home WiFi Us

e respondents 
ey were using.

WiFi encryption
ity of them (3
TKIP” (18.8%

Home WiFi U

ee Agree N

% 34.8% 

% 25.8% 

% 22.7% 

home. It show
were using. F

wed by those 
a standard and
ho used the l

sers 

at home. It sh
. For those wh
ns on their hom

38.6%) used “
%). 7.4% of th

Users 

Vol. 12, No. 6;

Female 

Neutral Disa

28.8% 36.

37.9% 36.

18.2% 59.

ws that the maj
For those who k

who used 802
d 802.11b stan
latest standard

 

hows that 33.2
ho knew what k
me WiFi netw

“WPA/WPA2 u
he home WiFi 

 

2016 

agree

4% 

4% 

1% 

jority 
knew 
2.11g 
dard, 

d, i.e. 

% of 
kinds 

works. 
using 
users 



www.ccsen

 

Figure 28 
using at ho
them used 
of the resp

 

 
In respond
users who 
that the W
responden
WEP techn

 

 
Of the five
of them di
importance
because th

6. WiFi Se
Table 12 a
security. In
responden
responding
responden
(26.7%). I
the respon
question o
those who 

net.org/ass 

shows that 22
ome. For those
 WPA2-Person

pondents used W

Fig

ding to a follo
were using W

WEP technolog
nts who were n
nologies were 

e (5) responde
id not give the 
e of setting up

hey didn’t know

ecurity Know
and Figure 30 
n responding 

nts believed th
g to the ques

nts believed th
In responding 
ndents believed
of whether they

believed they 

2.8% of the W
e who knew w
nal (aka WPA-
WPA-Enterpri

gure 28. WiFi 

w-up question
WEP at home, t

gy they were 
not using WEP
unsafe (Figure

Figur

ents who said t
reason. Of the

p security, thre
w how to setup

wledge 
below show a
to the questio

hey had, which
stion of wheth
hey could. The
to the question
d they could, 
y knew how t
knew it and th

Asian

WiFi users did 
what kinds of W
-PSK or Pre-Sh
ise (6.4%) or W

Authenticatio

n on the safety
the majority of
using was un

P encryption. I
e 29). 

re 29. Use of W

that they were
e remaining fo
ee (3) of them 
p the security s

a breakdown o
on of whether 
h is much hig
her they know
e percentage i
n of whether t
higher than th

to teach others
hose who belie

n Social Science

17 

not know wh
WiFi authentic
hared Key mo

WPA2-Enterpr

n Protocols Us

y of WEP encr
f them (64.3%
nsafe. The per
It is also foun

WEP vs Knowl

e aware of the 
ur (4) respond

m said that they
setting. 

of respondents 
they had goo

gher than thos
w how to use
is much highe
they know how
hose who beli
s to use the se
eved otherwise

at kinds of au
ation protocol

ode) or WPA-P
rise (5.0%) at h

sed by Home W

ryption techno
) indicated tha
rcentage is sli
nd that 35.7% 

ledge on WEP

fact that WEP
dents, one of th
y still used WE

 regarding to q
od knowledge 
se who believe
e the security 
er than those 
w to explain W
ieved otherwis
curity setting 
e are more or l

uthentication p
l they were usi
Personal. Only 
home. 

WiFi Users 

ologies, among
at they were no
ightly higher 
of the WEP u

P 

P technologies 
hem said that h
EP WiFi encry

questions on k
on WiFi secu

ed they didn’t
setting in W

who believed
WiFi security t
se (31.3%). In
in WiFi, the p
ess the same (

Vol. 12, No. 6;

protocols they 
ing, the majori
a small percen

 

g the 7.4% of 
ot aware of the
than the 53.7%

users knew tha

 

were not safe
he did not know
yption technolo

knowledge of 
urity, 48.0% o
t have (18.7%

WiFi, 52.0% o
d they had no 
to others, 47.0
n responding to
percentage sha
37.9% vs. 37.4

2016 

were 
ity of 
ntage 

WiFi 
e fact 
% of 
at the 

, one 
w the 
ogies 

WiFi 
of the 
%). In 

f the 
idea 

% of 
o the 

are of 
4%). 



www.ccsen

 

Table 12. W

I have go
security 

I know h
setting in W

I can ex
others 

I know ho
the securit

 
7. Public W
Figure 31 
commercia
inadequate
inadequate

 

 
Figure 32 
HKSAR G
unstable s
responden

net.org/ass 

WiFi Security 

ood knowledg

how to use th
WiFi 

xplain WiFi 

ow to teach ot
ty setting in W

WiFi Access 
below shows 

al service pro
e bandwidth (
e transparency 

Figure

below shows t
Government kn
ervice quality 

nts. These are f

Knowledge 

ge on WiFi 

he security 

security to 

thers to use 
WiFi 

F

the responden
viders. Unstab
46.5%) are th
in service pric

 31. Responde

the respondent
nown as GovW

(58.4%) and 
followed by ina

Asian

Strongly 
Agree 

Ag

7.6% 22.

5.4% 25.

5.1% 18.

5.1% 17.

Figure 30. WiF

nts’ comments
ble service qu

he top three co
cing (29.7%) a

ent Comments/

ts’ comments 
WiFi (HKSAR 

inadequate ba
adequate conte

n Social Science

18 

gree
Slightly 
Agree

7% 17.7%

2% 21.3%

2% 23.7%

2% 15.7%

Fi Security Kn

s and suggesti
uality (62.9%)
omments give
and high servic

/Suggestions o

and suggestion
Government, 

andwidth (52.5
ents or service

Neutral
D

33.3%

21.3%

21.7%

24.7%

nowledge 

ions on the pu
, inadequate W

en by the resp
ce charge (27.7

on Commercial

ns on the publ
2015). Inadeq
5%) are the to
s (23.3%). 

Slightly 
Disagree 

Dis

7.1% 6

16.3% 4

15.7% 8

20.2% 5

ublic WiFi ho
WiFi access p
pondents. Thes
7%). 

l WiFi Service

lic WiFi hotspo
quate WiFi acce
op three comm

Vol. 12, No. 6;

sagree 
Stron
Disag

6.6% 5.1%

4.5% 5.9%

.1% 7.6%

.6% 11.6

 

tspots provide
points (60.9%)
se are followe

 
es 

ots provided b
ess points (75.

ments given by

2016 

ngly 
gree

% 

% 

% 

6% 

ed by 
) and 
ed by 

y the 
.7%), 
y the 



www.ccsen

 

 

8. Discuss
To mobile 
city, seaml
win out in 

Setting ou
provide an
WiFi usag

8.1 WiFi U

This repor
contact fr
WhatsApp
(Edwards, 

The Intern
resources o
to read the
on the KM
or cheapes

Communic
public tran
checking s
social med
now. 

The resear
or to com
increased v
remain as 
is a rising
compared 
personal p
secuirty is
the threats
promoting
and threat 
shows that
industry m
improve W

net.org/ass 

sion 
device users, 

less Internet co
global compe

ut to examine W
n evidence-bas
e, technology, 

Usage 

rt reveals that m
iends. The fin

p Inc., in whic
2014; Griffith

net forms an im
on it for work
e ratings and co

MB (Kowloon M
st route.  

cate in real-tim
nsport or wan
social network
dia and to be “

rch finds that a
mplete their w
vulnerability. T
viligent and as

g awareness a
to last year’s

privacy due to
sues associate

s. This increase
g cyber security

tactics among
t about one-qu

must continue 
WiFi security a

Figure 32. R

Internet conne
onnection can 
tition. 

WiFi usage, ac
sed and empir
security and w

most of the res
nding echoes 
ch a soaring n
hs, 2015). 

mportant and in
, entertainmen
omments befo
Motor Bus) or

me with friend
dering in the 

ks, listening to
“always on” ei

about half of t
work. But as w
The best defen
s informed abo

about WiFi se
s 12.2%) of t

o the use of W
d with the use 
e in awareness
y education, a
g users in Hon
uarter of the re
to work close
wareness in th

Asian

Respondent Co

ection which is
be a make-or-

cessibility, use
rical assessme
way-forward in

spondents use 
with the res

number of sea

ntegral part of
nt, social netwo
ore choosing yo
r NWFB (Cityb

ds and peers by
street, it is ea

o music, or do
ither stationary

the respondent
we have warn
nse against vul
out the possibl
ecurity issues 
the responden

WiFi to access 
the unsecure p

s can be partly
and partly to tr
ng Kong. We m
espondents are 
ely with the G
he community.

n Social Science

19 

omments/Sugg

s always on me
break factor in

er knowledge a
ent of user per
n WiFi develop

WiFi network
spective findin
arches and ex

f our lives beca
orking and mo
our restaurant.
bus & New W

y means of mo
asy to notice t
oing something
y or on the mo

ts use WiFi to 
ned in our pr
lnerability thre
le risks as poss
among WiFi 

nts express str
the Internet.

public WiFi ho
y attributed to t
rade initiatives
must not, how
still not fully 

Government to

gestions on Go

eans mobility, 
n its ability to a

and security in
rceptions on t
pment in Hong

k to obtain info
ngs obtained 
xpanding numb

ause there is a 
ore. Looking fo
. How to get fr

World First Bus

obile devices is
that over half 
g with their m
ove is nothing 

access the Int
revious report
eats is for indiv
sible. Findings
users in Hon

rong concern 
More and mo

otspots and are
the efforts of S

s in boosting a
wever, be comp

aware of the i
o constantly lo

ovWiFi 

flexibility and
attract tourists

n Hong Kong, 
the above fun
g Kong. 

ormation from
by Google In
ber of active 

huge amount 
or a place for d
rom one place 
) apps to find 

s important too
of the people

mobile devices.
but a way of 

ternet to condu
ts, increased a
vidual users of
s of this researc
ng Kong. This

over the poss
ore users are c
e taking tangib
SafeWiFi and 

awareness of c
placent about t
importance of 

ooking for way

Vol. 12, No. 6;

 

d convenience.
s, investment a

this report see
damental issu

m the Internet a
nc., Facebook
users are rep

of information
dinning? Go o
to the other? C
the shortest, fa

o. When takin
 are either tex
 To have acce
life for most p

uct online activ
accessibility b
f mobile devic
ch shows that 
s year, 24.90%
sible disclosur
conerned abou
ble steps to mit
the Governme
urrent cyber tr
this as the rese
WiFi security

ys to maintain

2016 

 To a 
nd to 

eks to 
es of 

nd to 
k and 
orted 

n and 
nline 
Click 
astest 

g the 
xting, 
ess to 
peple 

vities 
rings 

ces to 
there 

% (as 
re of 

ut the 
tigate 
ent in 
rends 
earch 
. The 
n and 



www.ccsenet.org/ass Asian Social Science Vol. 12, No. 6; 2016 

20 
 

8.2 Use of WiFi for Mobile Messaging and Social Networking 

With the growing popularity of mobile online messaging and social networking, we tasked ourselves in this 
year’s research to look deeper into the different aspects of mobile Internet usage. Last year’s report (Wong and 
Fong, 2014) found that that 8.3% of the respondents claimed that they did not use mobile online messaging. 
However, this year, the percentage of people who make the same claim is halved to only 4%.  

The research reveals an increased percentage of users across all categories of WiFi-enabled communication as 
compared to last year. The number of WiFi users using mobile messaging apps for group chats has increased to 
62.4% from last year’s 51.0%. While those who use voice messaging and voice communication via WiFi has 
increased to 49.2% and 39.1% from last year’s 43.4% and 31.2% respectively. 

On the front of mobile online messaging services, last year it was found that 88.1% of the respondents used 
WhatsApp. This year, the percentage increases to 90.5%, signifying the growing dominance of WhatsApp in the 
mobile messaging market of Hong Kong. While for the share of WeChat users in the market, there has been a 
slight decrease from last year’s 45.2% to 43.3% this year.  

Similar to mobile messaging, only a small fraction of respondents (8.8% in 2014 and 10.4% in 2015) claim that 
they do not use social networking services. Among those who use such services, the majority of them use 
Facebook. Though the share of Facebook remain at the leading position of 78.1% in 2015, the trend appears to 
be on the decline when compared to the 86.9% reported in 2014.  

One possible reason for the decrease of Facebook usage could be the growing popularity of Instagram, which is 
included for study for the first time this year, in Hong Kong. The result shows that 19.9% of the respondents use 
Instagram, placing it second in popularity after Facebook.  

The proliferation of mobile devices and the need for real-time messaging and social networking via WiFi mean 
that users are storing more important and sensitive information on their devices than ever. Users would naturally 
want to keep their personal information secure online, and this urge is demonstrated by the rising awareness 
about WiFi security among the respondents. This year, 31.0% (as compared to last year’s 18.0%) of the 
respondents claim that they are aware of the security risks of using WiFi to access the Internet. However, our 
research also finds that about one-third (34.5%) of the respondents are not satisfied with the security levels of the 
WiFi hotspots they are using. It is suggested that WiFi providers, both Government and commercial, must take 
concrete steps to raise the security levels of the WiFi hotspots so that sensitive data, including personal contacts, 
photos, passwords, location tracking software, even details about users’ behaviours and search histories, can 
travel safely through WiFi channels. 

8.3 WiFi Security – Knowledge and WiFi Tethering 

Unlike the previous two studies, this year’s study reveals that respondents are in general more aware of the 
security risks of using WiFi to access the Internet. Last year only 18% of respondents thought that it was not safe 
to use WiFi to access the Internet, this year the percentage increases to 42.1%. Moreover, last year only 47.2% of 
the respondents expressed concern over the possible disclosure of privacy due to accessing the Internet via WiFi, 
this year the percentage increases to 55.8%. Possible explanations for the increase in security concern could be 
attributed to wider reportage of WiFi threats and the efforts of the industry, including those of the Hong Kong 
WTIA’s, in promoting WiFi security through all possible channels to the community. 

As for the adequacy of security measures of WiFi networks, this year, it is found that that only 33.5% of the 
respondents feel that the security measures are adequate, much lower than the 49.8% and 48.4% reported in 2013 
and 2014 respectively. Meanwhile, the share of respondents who believe that WiFi security measures are 
inadequate has increased for the second consecutive year. 34.5% of the respondents believe that the security 
measures are inadequate this year, representing a considerable increase from the 20% and 23.5% reported in 
2013 and 2014 respectively. Though the findings show movements in both directions, they are good news to the 
Government and WiFi security practitioners as perception of inadequacy indicates good awareness which lets 
users to see the threats. This awareness will in turn create impetus for practitioners to change and take steps to 
mitigate the threats. 

The last two reports revealed that there was a big gender difference in respondent perception of WiFi security in 
Hong Kong. In 2013, 47.1% of the male and 60.5% of the female respondents expressed concern over the 
possible disclosure of personal privacy due to accessing the Internet via WiFi. In 2014, it was found that the 
difference persisted but was narrowing (47.3% for male respondents and 52.5% for female respondents). This 
year, the gender difference becomes less prominent (55.6% of male respondents verses 59.1% of female 
respondents). One of the explanation could be the widespread coverage of news on smartphone related security 
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risks by both traditional and social media which helps bring the message of WiFi safety out in the open (Feng, 
2015; Reisinger, 2015). 

With the proliferation of mobile devices, WiFi tethering is becoming increasingly common in Hong Kong. It is 
revealed in this year’s study that 53.0% of the respondents use WiFi tethering to share WiFi connection, a slight 
increase compared to the rate of 50.0% two years ago. The possible reasons for the growth could be attributed to 
the increasing tethering capability of mobile devices and the growing popularity of low-cost Wi-Fi-only tablets. 
Nowadays, most Smartphones are equipped with built-in “hotspot” functions, allowing users to gain access to 
the Internet and share the connection with other devices or users without paying for additional data plans. But 
with this convenience also comes the risks to network attacks and therefore it is suggested that greater 
promotional efforts should be made to educate users on the safe use of tethering. WiFi users should be reminded 
that they should only share their Internet connection with trusted devices. If they have to use a “tethered” 
connection, they have to take steps to make sure that the owner of the “tethered” device will not sniff their traffic 
and steal their information. 

8.4 Encryption and Extra Security Measures 

On the question of WiFi encryption, 33.2% of the respondents indicate they do not know what kind of WiFi 
encryptions technology they are using. The percentage is much higher than the 17.8% and 17.1% reported in 
2013 and 2014 respectively. One possible explanation for the growth could be that many new models of router 
are preset to use “WPA/WPA2 using TKIP” or have “WPA/WPA2 using AES” as default, which provides users 
with decent protection without worrying too much about the setting. 

Of those who know what kind of encryption they are using, 5.9% of them admit that they have not used any 
encryption to protect their WiFi network, a drop of over 3 percentage points from last year’s 9.1%. Moreover, the 
percentage of respondents using WEP has also reduced, from last year’s 12.1% to this year’s 7.4%. The drop 
might indicate a rising awareness of WiFi security among users in Hong Kong. 

Meanwhile, the percentage of respondents using “WPA/WPA2 using TKIP” encryption technology is 18.8%. 
Those who are using the most advanced “WPA/WPA2 using AES” encryption technology is 38.6%. Again, this 
indicates that more targeted measures must be taken to help those who are not using or still using less secure 
encryption mechanisms to know more about the importance of protecting the confidentiality and integrity of 
their data, as well as the value of using more advanced encryption and keying mechanisms. 

8.5 WiFi Accessibility 

Similar to the last two reports, inadequate WiFi access points, inadequate bandwidth and unstable service quality 
continue to top the list of problems that frustrate WiFi users in Hong Kong. These problems are found in both 
public WiFi access services run by commercial service providers and those provided by the HKSAR 
Government. 

Having said that, the “inadequate access points” problem of commercial WiFi services has shown a slight 
improvement by 4.4 percentage points, from 2014’s 65.3% to this year’s 60.9%. Meanwhile the “inadequate 
access points” problem of GovWiFi service has shown a slight deterioration by 5.3 percentage points, from 
2014’s 70.4 % to 75.7% of this year. As both Government and commercial WiFi access providers have pledged 
over the years to increase investment in hotspot infrastructure, it is quite disappointing to see that more than half 
of the respondents still find GovWiFi services and commercial WiFi services inadequate in terms of the number 
of access points provided. One of the possible explanations could be that the expanding investment lags behind 
the rapid growth and demand for personal wireless devices and the growing user expectation of staying 
connected wherever they go.  

For three consecutive years, the findings with respect to respondent perceptions of GovWiFi accessibility echo 
those in the Director of Audit’s report on GovWiFi service (HKSAR Audit Commission, 2013). This 
demonstrates that the Government has to do more to improve the GovWiFi service, in particular, its coverage, 
bandwidth and service quality. 

Providing free WiFi access in public places is a global trend. New York City is providing free WiFi Internet 
access service to both residents and visitors so that they can “stay connected as you make your way around town” 
(www.nycgo.com/articles/wifi-in-nyc). In Europe, from Barcelona to Helsinki, free WiFi is common throughout 
the urban area as well as in many parts of the countryside, and residents and travelers alike can gain WiFi access 
in cafés and bars either for free or with purchase. In Asia, South Korea is planning to install 10,000 hotspots for 
free WiFi connection throughout Seoul by 2015. Singapore has been providing free WiFi to all tourists since 
2006 and the highest access speed is up to 2Mbps using Wireless@SG. Shanghai has set a goal of becoming a 
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“wireless city” by 2015. It is installing more and more public WiFi access points to provide the “i-Shanghai” free 
WiFi Internet access to all residents and visitors. Taipei is working to provide free Wi-Fi service in major indoor 
or outdoor public places throughout Taipei City. To catch up, Hong Kong needs to do more and do better in 
terms of free WiFi coverage, reliability and security. As this and previous reports show that over half of our 
respondents think that WiFi connectivity has been, and still is, inadequate overall, there is a genuine need for the 
Government and the commercial service providers to give serious attention to the issue and take concrete 
measures to address the problem of persistent user perception of inadequate WiFi services. 
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